#.|| REGIONE pet VENETO )
ALLEGATOA DGR n. 1204 del 04 ottobre 2022 pag. 1di 63

I Associated with document Ref. Ares(2022)4525586 - 20/06/2022

ANNEX 1

Horizon Europe (HORIZON)

Description of the action (DoA)

Part A
Part B

(O 0]
- 5
ec b



ALLEGATOA DGR n. 1204 del 04 ottobre 2022 pag. 2 di 63

Project: 101069535 — HARPOCRATES — HORIZON-CL3-2021-CS-01

B Associated with document Ref. Ares(2022)4525586 - 20/06/2022

DESCRIPTION OF THE ACTION (PART A)

COVER PAGE

Part Aof the Descriptiorof the Action (DoA) musbe completed directlpnthe Portal Grant Preparation screens.

PROJECT
Grant Preparation (General Information screeriinter the info.
Proj ect number: 101069535
Project name: Federated Data Sharing and Analysis for Social Utility
Project acronym: HARPOCRATES
Call: HORIZON-CL32021:CS-01
Topic: HORIZON-CL32021-CS-01-04
Type of action: HORIZON-RIA
Service: CNECT/H/01
Project starting date: fixed date: 1 October 2022
Proj ect duration: 36 months
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PROJECT SUMMARY

Project summary

Grant Preparation (General Information screenpProvide an overall description of your project (includingiteat and overa!
objectives, planned activities and main achievements, and expestgts and impacts (on target groups, change procec
capacities, innovation etc)). This summary should give readdesaideaof what your projects about.

Usethe project summary from your proposal.

Availability of large volume®f user data combined with tailored statistical analysis present a unique ofipdaur,
organizations across the spectrtoradapt and finetune their services accordmgndividual needs. Having show
remarkable resultéh analyzing user data, machine learning models attracted global adulationeampphedin a

plethoraof applications including medical diagnostics, pattern recognition, agatthtelligence. However, such servi
improvements and personalization basediser data analysis cora¢the heavy costf privacy loss. Furthermore
practice showed that systems that use such models incorporate proxies tfiahdrexact, biased and often unfair
In HARPOCRATES we focuson setting the foundationsf digitally blind evaluation systems that willy design,
eliminate proxies such as geography, gender, race, and others anditydatve a tangible impact on building fair
democratic and unbiased societi€s.do so, we planto design several practical cryptographic schemes (Functi
Encryption and Hybrid Homomorphic Encryption) for analyzing data privacy-preserving way. Besides process
statistical datén a privacy-preserving wayye also ainto enable a richer, more balanced and comprehensive app
where data analytics and cryptoghg go handin hand with a shift towards increased privakyHARPOCRATES
we will first show howto effectively combine cryptography with the principlefsdifferential privacyto secure anc
privatise databases. Next, we will build privacy-preserving machine learning models elakstfy encrypted data &
performing high accuracy predictions directly on ciphertexts across federated data spacestd-deitpnstrate hov
these solutions respomd users’ needswe will implement two real-world cross-border data sharing séesaelated
to health data analysis for sleep medicine and threat intelligence foaldbarities.

LIST OF PARTICIPANTS

PARTICIPANTS

Grant Preparation (Beneficiaries screenfnter the info.

Number [Role |Short name L egal name Country | PIC
1 COO | TUNI TAMPEREEN KORKEAKOULUSAATIOSR Fl 902999288
2 BEN |RISE RISE RESEARCH INSTITUTE®F SWEDENAB | SE 999613422
3 BEN | TRIIE TRILATERAL RESEARCH LIMITED IE 909169458
4 BEN | ZENTRIX LAB PRIVREDNO DRUSTVO ZENTRIX RS 898982906
LLC LAB DRUSTVO SA OGRANICENOM
ODGOVORNOSCU PANCEVO
5 BEN | CBIT CANARY BIT AB SE 891203700
6 BEN | CHARITE CHARITE - UNIVERSITAETSMEDIZIN BERLIN | DE 999992692
7 BEN | UMG UNIVERSITAETSMEDIZIN GOETTINGEN DE 999492657
- GEORG-AUGUST-UNIVERSITAET
GOETTINGEN - STIFTUNG OEFFENTLICHEN
RECHTS
8 BEN |SARGA SOCIEDAD ARAGONESADE GESTION ES 950464977
AGROAMBIENTAL SL
9 BEN | VR-ICTdep REGIONE DEL VENETO IT 999465691
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PARTICIPANTS

Grant Preparation (Beneficiaries screennter the info.

Number [Role |Short name L egal name Country | PIC

10 BEN |UEF ITA-SUOMEN YLIOPISTO FI 991207984

11 BEN |UP UNIVERSITE PARIS CITE FR 897691060

12 BEN | S2GRUPO S2GRUPODE INNOVACION EN PROCESOS ES 986190853

ORGANIZATIVOS SL

13 AP 999858250 THE UNIVERSITY OFWESTMINSTER LBG UK 999858250
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Work package WP1 - Operationson Encrypted Data and Differential Privacy

Work Package Number WP1 | L ead Beneficiary ‘ 1.TUNI

Work Package Name Operation®on Encrypted Data and Differential Privacy

Start Month 30

1| End Month

Objectives

In WP1 all the appropriate cryptographic schemes for processing,gstmih sharing data in a secure and priva
preserving way will be developed. In addition to that, the main functionafityeidorming statistical computations
a privacy-preserving way (i.e. over encrypted data) éltlesigned. The main objectives of WP1 will be:

01.1 Analyze existing HE, HHE artE schemes and expose current inefficiencies, vulnerabilities aratprissues
01.2 Design an efficient and sect#tBlE scheme;

01.3 Design several symmetric and asymmétEschemes with support for function hiding;

01.4 Design several MPC protocols that will be used as building blocks ao@nthe applicability and functionali
of our HHE andFE schemes;

01.5 Add support for differential privady our HHE andFE schemes.

Description

Task T1.1: Efficient Homomorphic Encryption Schemes. (M1-M20-eeaRISE.

Contributors: TUNI, UoW

T1.1 will focus on designing an efficient HHE scheme both in termsoofomorphic evaluation time and no
consumption. HARPOCRATES HHE scheme will be designed in such ghatawill be combined with the results
T1.3 to allow the computation of the homomorphic function with multigbeiie from different users. This will allo|
us to minimize the communication cost in comparison to other HE sshé&inally, the design of HARPOCRATES
HHE scheme wilbedonein such a way that canbe combined with HARPOCRATESFE schemes buiin T1.2.
Task T1.2: Symmetric and Asymmetric Functional Encryption with Funétiding.

(M6-M20) Leader: TUNI. Contributors: RISE, UoW

The main aim of T1.2 is to design and implement several FE scheatewilhbe based on both symmetric g
asymmetric cryptography. SymmetR& schemes will have the advantafédeing more efficient while asymmetié&E
schemes wilbe ableto support a wider rangaf functionality. The designefE schemes will also offer function-hidir
support { a property that, to the best of our knowledge, is notupgtosted by any existing FE scheme. By enhan
our FE schemes with this property we can further limit the leakagensftsve information since the description g

results from T1.4 in order to show how DP and FE can be ef$ectively to provide a novel solution for design
encrypted private databases.

Task T1.3: Multiparty Computation Schemes to Support HE and FE. (WB®-Leader: TUNI. Contributors: RIS
TRI, CBIT

In this task we will create several multiparty computation protocols that willdsetpwards our goals on performi
privacy-preserving computations on encrypted data. More preciselwilixdesign MPC protocols that will suppg
functions such as: secure matrix multiplication, secure comparison, secaéyetpst, secure argmin and sec
division. These protocols will be used as building blocks to achieve aals gf performing statistical analysis
encrypted data in a privacy-preserving way as well as to fulfill the obgsctif WP2 for privacy-preserving mach
learning. Finally, our MPC protocols whle usedn combination with both thelHE andFE schemes developéad T1.1
and T1.2in orderto support the multi-client setting.

Task T1.4: Differential Privacy with Cryptography. (M12-M30) dea TUNI. Contributors: RISE, CBIT

The main ideeof this task derives from the fact that while cryptography ensures tHaleatiality of the datain
an encrypted database, it does not ensure the privacy of the individualBederging that securing and privatizi
databases are two equilateral problems, T1.4 will address this problemitgpyimtgslifferential privacy mechanisn
guaranteeing the privacy of individuals by ensuring similar outplitpueries irrespective of whether an individu
information is present or absent in the database. Finally, the work a&skisvill be combined with the work of T1
T1.2 and T1.30 provideanadditional layeof securityin users' dathy adding noise prioto encryption.
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Work package WP2 — Privacy-Preserving Machine and Federated L earning

Work Package Number WP2 | L ead Beneficiary ‘ 2.RISE

Work Package Name Privacy-Preserving Machine and Federated Learning

Start Month 6| End Month | 30
Objectives

The aimof WP2is to createML models that will allow computations over encrypted data with a higlracy (i.e.
evaluate encrypted data generated from WP1).

02.1 Create modets perform privacy-preserving feature selection;

02.2 Create modets perform privacy-preserving image, video and audio classification;

02.3 Create protocols for privacy-preserving, Byzantine rolaasrited learning.

Description

Task T2.1: Privacy-Preserving Feature Selection (M6-M12) Leader: TUNtriBators: TUNI, RISE, UoW
Existing ML approaches assume that the underlying datasets are pre-pracebsézhn, with features that have been
pre-selected and constructed. However, this is impractical for real-jfiéecations. In this task we are planning| to

overcome this probleiny designing and implementing a novel approach for privaterieatlection basesh the filter
method, which will be independent of model training. To demonstratedsiflity of our approach for practical d

will be outsourcedo multiple servers, with both semi-honest and malicious adversatiesresultf this task will
bedocumented in D2.1.

Task T2.2: Privacy-Preserving Image, Video and Audio Classification (M8}Meader: TUNI. Contributors: RES
CBIT, UowW

The main ainof this taskis to create models that witle ableto classify encrypted images, videos and audio les
a high-accuracy and in an efficient way. To achieve this, we will fustyséxisting approaches for privacy-prese
data classification in the context of machine learning. This analysis will allévidentify possible inefficiencies and
flows. As a next stepve will move onwith the design and implementatiofclassification approaches where batHE
and FE from WP1 will be used. HHE will be used for the encryptioniginal images while FE will be used to
perform the actual classificatiofo achieve our goalye will extensively use the MPC protocols and the encryption
schemes developed in WP1.

Task T2.3: Privacy-Preserving and Byzantine-robust Federated hg&n®-M30) Leader: CBIT. Contributors: ZE
TUNI, RISE, TRI

In this taskwe will design and implement a privacy-preserving and ByzantibesbFederated Learning scheme
with model confidentiality. More precisely, we will design an FL schéha combines the strengths of existing
approaches, by protecting data privacy (through additive homomorphic &aorguring parameter aggregation),
model confidentiality (using confidential computing for remote elaigployment) and Byzantine robustness, b
evaluating and refining aggregation rules saskrum, Brute and BulyaiWe will evaluateits efficiency and Byznatin
robustness using federated data spaces available internally within the pooigartium (from the
demonstrator partners) and externally within the framewbdtke Gaia-X project.

Work package WP3 — Reference Architecture & Platform Integration

Work Package Number WP3 | L ead Beneficiary ‘ 5.CBIT

Work Package Name Reference Architecture & Platform Integration

Start Month 1| End Month ‘ 36
Objectives

In this WP we will: (1) Collect and prioritize stakeholder technical and security reqeairtsn (2) Desig
HARPOCRATES's core architecture; and (3) Dene integration endpoinistagcate the components designed
developedn WP1 and WP2. The main objectives of ® are to:
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03.1 Technical requirements for the developnodé HARPOCRATES components (HE, FE, PPML, PPFL) and priv
related requirements guide the design of the framework;

03.2 Define the reference architectoftHARPOCRATESo support component integration;

03.3 Perform component integration basedhe reference architecture, and automate the technical evaluation
framework using test suites provided with the implemented conmp@ne

Description

Task T3.1: Technical Requirements and Reference Architecture. (M1-84@)et:

CBIT. Contributors: All

Technical and security requirements towards HARPOCRATES will be elicited afiddlbased on project's use ca
andin close collaboration with the demonstrator partners. Moreover, thalbeechitectureof HARPOCRATES
describing its main components, mechanisms, algorithms and modeistettt®nnection scheme and the speq
interfaces for exchanging information among them will be designédiescribed in detail. This task will produc
detailed requirements report.

Task T3.2: Technical Integration Points and Testing Plan (M9-M18)dre€BIT. Contributors: All

Platform integration will complement the reference architecture for the HAFRQOES components provided

standalone libraries in container format. Furthermore, a testing and tdcéwvedaation plan will describe the te
automation infrastructur® support theest suites provided with the

componentso verify the functional and performance aspexdtthe components.

Task T3.3: Code Maintenance and Continuous Integration (M13-M36) Leader

CBIT. Contributors: All

This task will be responsible for the continuous integration of the varemusity components developed by WP1

WP2 into final HARPOCRATES Framework. The task will deploy and operatadla maintenance repository w|
enhanced version control and continuous integration capabilities. Alongheithetsion control system, a softw:
quality evaluation toolset (e.g. Sonar and Moose)beitleployed workingn compliancdo the operating version contr
systensoasto extract software metrics and detect duplicated code, coding standdtdests, code coverage, comp
code and potential bugs. To facilitate cloud-based deployment, the developedchentapwill be described wit
MiCADO deployment descriptors. The results of this task will be documenterklease candidate, followed by a fi
release.

Work package WP4 — Use Cases & Demonstrators

Work PackageNumber | WP4 ‘ Lead Beneficiary ‘ 13. 999858250

Work Package Name Use Cases & Demonstrators

Start Month 6‘ End Month ‘ 36
Objectives

The main aim of WP4 is to develop and deploy the two crossebtdRPOCRATES demonstrators in a multi-clg
testbed. More specifically the objectives of WP4 are to:

04.1 Create a cloud computing testbed including both private and mldlid resources for the deployment g
prototyping of the demonstrators;

04.2 Extend the demonstrators with HARPOCRATES security seiviocederto showcase how these services imprg
the security and usability of the demonstrator applications;

04.3 Test, benchmark and evaluate the developed demonstrators ane feedidacko component and platforr]
developers.

Description

Task T4.1: Cloud Computing Testbed (M6-M36) Leader: UoW. @arttrs: CBIT, ZEN, RISE

This task will set up and operate a cloud computing testbed where thesiextwrapplications will be deployed. T|
task will assure that a suitable cloud testbed, incorporating both private and puldicedources is operational g
available for hosting the demonstrators. Specific requirements of the digaton applications regarding hardwa
software, network and other resources Wélconsidered and accommodated.

Task T4.2: Cloud Deploymenf Harpocrates Demonstrators (M10-M20) Leader:
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UoW. Contributors: All

Deploy the demonstrator applications on the cloud computing testbed. Initial whepiowill concentrate on th
applications representing the stafethe-artatthe starbf the projectlt will also assure that cutting-edge technologieg
utilised for the optimised deployment and operatibthe applications. Container technologies and cloud orchest
and monitoring/optimisation solutions will assure optimised deploymehtun-time operationf the applications.
Task T4.3: Extending Harpocrates Demonstrators with Security ServicesNIAgpD

Leader: UoW. Contributors: All

This task will implement the HARPOCRATES demonstrators that uthieeecurity services developegthe project
It will also provide valuable feedback to the security component and pietfevelopment work packages (WB)ifor
the further refinement of the platform and its building blockse Blatcome of this task will be two high qual
demonstrators showcasing the resaftthe projecon relevant real-life healthcare and public sector case-studies,

Work package WP5 — Dissemination, Exploitation and Communication

Work PackageNumber | WP5 | Lead Beneficiary ‘ 4.ZENTRIX LAB LLC
Work Package Name Dissemination, Exploitation and Communication

Start Month 1| End Month ‘ 36
Objectives

The overall goabf thisWP is to maximize the impaaif the project through a sef carefully planned communicatio
dissemination, exploitation and standardization activities, that will facilitate theificiand technological outcomg
of HARPOCRATES to attract its audience, capitalize on developed IPR andrsiiaadnost innovative results. T|
objectives are to:

05.1 Dene a communication plan and create assets and materials;

05.2 Bootstrap and expand the ecosystem and eitablestainability beyond the project lifetime;

05.3 Disseminate the scientific and technological outcomes through relevantencatgrworkshops and journals
well asin standardization bodies and forums;

05.4 Support commercial exploitatiof project results and secure IPR via development and evaluditappropriate
business models, and elaboration of the exploitation strategy.

Description

Task T5.1: Communication & dissemination plan, assets, materials and actMi®d436) Leader: ZEN. Contributor
All

The task will make use of the European Commission's communication best pradliees ttissemination plans, sel
appropriate tools to be used by the consortium for both internal andha&xmwsmmunication, and carry o
communication and dissemination activities. The task will include creating a virmity for the project (e.g
presentation template, factsheet, logo), creating and maintaining a weldsstecah networking proles, and conduct
other dissemination and communication activities (e.g. press releases, Iraflieststems etc.).

Task T5.2: Ecosystem bootstrap and expansion (M1-M36) LeaHbk: Contributors: All

This task will create the Harpocrates ecosystem by leveraging on existingtecosyand communities, and tf
minimizing the amount of work and resources which are requiredrtribute strengthening the EU's cybersecy
capacities and sovereignty in digital technologies. The task will establish adi@zys concentrating on security
healthcare and public sector settings that advises the project and als8eaeingglists" when spreading informat
about the project's innovations. Additionally, the task will build libkeveen HARPOCRATES and already exist
ecosystems and communities (e.g. the FIWARE association and the Opengtaukndy) with the ainof supporting
the creation of sustainable and secure services for the targeted communities.

Task T5.3: Engaging the scientific community and standardization (M1-M&&jer: CBIT. Contributors: All
Implement a strategio target and reach the scientific commuriity identifying publication targets, coordinatir|
scientific publication writing, offering training events, and coordinagirgiect representation at scientific conferen
and workshops (e.g. presentations, special sessions, targeted werktbgpwhere appropriate in collaboration w
otherEU projects. Additionallyjt will also assure that the project contributestandardisation activitiéa the areag
of cybersecurity and cloud-based services (e.g. IETF (NISEC, RAT S EHE WGs), OASIS TOSCA WG, ISCEC
JTC 1/SC42), and OSF OpenStack Edge Computing Group).

Task T5.4: Innovation management, IPR handling and futudeieegion (M1-M36) Leader: ZEN. Contributors: All
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This task, going beyond the Consortium Agreement, will detaisI&f& ownershipf results and datap guarantee
the rights of all partners in the consortium, in terms of foregiamd background knowledge. It will also focus on
sustainability of the results and the generated knowledge after the completienproject. The plan will include g
publicly available assets and will provide directiempartners for the sustainabiliof these results, a plan for keep
these results alive, and for further extending their impact and reach.

Work package WP6 — GDPR Compliance, Legal and Ethical | mpactsof Privacy-Preserving
Technologies

Work Package Number WP6 | L ead Beneficiary ‘ 3.TRIIE

Work Package Name GDPR Compliance, Legal and Ethical Impazft®rivacy-Preserving Technologies

Start Month 1| End Month ‘ 36

Objectives

This work package will complement the projbgincorporating legal expertise and assessing and ensuring comp
of the technical results with data regulations, GDPR and research ethics.

06.1 Monitoringof Research Ethiaa HARPOCRATES;

06.2 Systematic reviesf GDPR compliance automation through privacy-preserving technologies;

06.3 Devising accessible recommendations for policy-makers and ressarch

Description

Task T6.1: Research Ethics (M1-M36) Leader: TRI. Contributors: All

T6.1 covers the adherence to research ethics principles in such areas a®tdatmmp and research with hum
participantsn HARPOCRATES. This task will ensure the compliance &ithethics guidelines and the Research Et
reports (in D6.1, D6.2) will document the project's conformitpatential ethical issues and the policies and mea
that musbe followed. It will also provide details for monitoring and compliance activities duttiegproject.

Task T6.2: Automating GDPR Compliance: A Systematic Review (M2)Mgader: TRI. Contributors: ZEN

T6.2 provides a systematic analysisicademic and scientific literatuathe potential and the shortcomirafprivacy-
preserving technologigs achieve GDPR complianck.distinguishes among approaches that offer user-centred
protection, ones that offer automated compliance, and ones thabgaeknote learning from big data analysisa
privacy-preserving manner. The systematic review report (D6llLhighlight best practicem previous research an
key gaps to inform the contribution of HARPOCRATES to GDPR compliantspaiees for research and digital
servicedn the EU.

Task T6.3: GDPR Impact Assessment - HARPOCRATES and GDPR @oeoml (M12-M32) Leader: TR
Contributors: All

Informed by T6.2, this task will assess the contribution of HARPOCRATEGDPR compliance by reference to
waysin which the project willgo beyond the statef the art. From the technological innovation perspective,
will ensure the contribution of technologies, such as HE, PPML and,R®EDPR protection. From a legal analy
perspective, T6.3 will consider the particularities of HARPOCRATES data progessencases for GDPR protecti
offering a comprehensive assessnwdritow the project's technologies will improve compliance with GDRftiples
suchasthe rightf data subjectsotto be subjectedo automated decisions. Considering the difficulties with establis
a common threshold for anonymity, the GDPR impact assessment (iep06.2) will take a broader approach 3
emphasise the importance of legal safeguards independent frootigtegally anonymous data at every step o
processing operations.

Task T6.4: Ethics and Human Rights Impact Assessment (M13-M2&ier: TRI. Contributors: TRI, ZEN

T6.4 will provide an ethics and human rights impact assessment, artigihatim HARPOCRATES balances ethi
and human rights safeguards with data use in digital services. While G@R#tiance is very important, there are ot
fundamental rights and ethical values that need to be considered in nitéxtcsuch as privacy, autonomy, n
discrimination, transparency, accountability, gender equality and envirdahseistainability. The Ethics and Hum
Rights Impact Assessment report

(in D6.2) will detail a comprehensive assessment of technologies within HERRDES that are not only legal
compliant, but also designed in a manner ihabcially acceptable.

Task T6.5: Policy Recommendations and Synergies for GDPR-compliantspiatas (M32-M36) Leader: TH
Contributors: TRI, ZEN
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T6.5 will build upon the previous tasks of WP6 and will lead to tailor-made recommendations regarding the employment
of privacy-preserving technologiés achieve better compliance with GDPR and other fundamental valueprdjeet]
will also cooperate with projects from topic DAT@E2021 of Horizon Europe Cluster 4 and other EU-funded
international projectt produce recommendations for the adoptibprivacy-preserving technologiés maximise dat
availability and GDPR compliance. A policy brief (in D6.2) will be ¢woed.

Work package WP7 — Project Management and Consortium Coor dination

Work Package Number WP7 | L ead Beneficiary | 1. TUNI

Work Package Name Project Management and Consortium Coordination

Start Month 1| End Month | 36
Objectives

The aim of WP7 is to assure the smooth administrative, financial anddakctoordination of the project. To achie
this WP7 has the following objectives:

07.1 Creating and running the project management structure aastinéture including administrative, financial a
technical aspects of the project.

07.2 Monitoring project progress and resource usage accordi@ant Agreement, handling probleros risks
identified, coordinating and submitting interim and nal repiorthe EC.

07.3 Defining, implementing and monitoring the project's Data gamznt Plan.

Description

Task T7.1: Establishing and running the project management struetiis®186) Leader: TAU. Contributors: All
T7.1 will setup and run the project management structure (Project Managdoard, Technical Management Boa
and Ethical Advisory Committee and deplits/infrastructure (project communication infrastructure, projectaster
facility and project event management tools.) This task will also organipedjeet meetings (kick-o and further proje
meetings), and review meetings.

Task T7.2: Monitoring the project progress (M1-M36) LeadertUT Eontributors: All

Monitor project's progress termsof technical aims, deliverables, milestones, and indicatob® delivered. T7.2
will identify any conflict, delayor risk and will comeup with solutions howto handle these issues. This task
be responsible for quality management in the project. T7.2 will coordinaténémcial management of the proj
distributing the budget among beneficiaries accorttirthe Grant Agreemenit will monitor how beneficiaries sper
their budget and use their resources. T7.2 will also coordinateilatiompof interim and final progress reports collect
inputs from beneficiaries and producing the project's progresstsepor

Task T7.3: Defining, implementing and monitoring the project's Dégaagement Plan (M1-M36) Leader: Uo
Contributors: All

T7.3 will define the Data Management Plan by creating a detailed outline abfketjs policy for data manageme
This task will create the DMP within the first six monttishe project and then implement aefine the plan throughot
the project on an ongoing basis.
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ALLEGATOA DGR n. 1204 del 04 ottobre 2022 pag. 15 di 63

Project: 101069535 — HARPOCRATES — HORIZON-CL3-2021-CS-01

B Associated with document Ref. Ares(2022)4525586 - 20/06/2022

Deliver able— Homomor phic Encryption, Functional Encryption and Function Hiding

Deliverable Number D1.1 L ead Beneficiary 1. TUNI

Deliverable Name Homomorphic Encryption, Functional Encryption and Function Hiding

Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 20| Work Package No WP1

Description

Documentation that reveals advantages and limitations of existing Hoioimand Functional Encryption schemg
Furthermore, a detailed analysisthe schemes that wile designed for HARPOCRATES witle presented.

Deliverable— Multiparty Computation Schemesto Support HE, FE and Differential Privacy.

Deliverable Number D1.2 L ead Beneficiary 2.RISE

Deliverable Name Multiparty Computation Schemés Support HEFE and Differential Privacy.

Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 30| Work Package No WP1

Description

Documentation providing a detailed analysis of the MPC protocols that evillesigned for HARPOCRATES.
addition to that, detailed protocols that will combine HE, FE and MPC in ordehieve differential privacy will b
presented.

Deliverable— Privacy Preserving Featur e Selection, Classification and Federated L earning

Deliver able Number D2.1 L ead Beneficiary 2.RISE

Deliverable Name Privacy Preserving Feature Selection, Classification and Federated Learning
Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 30| Work Package No WP2

Description

Privacy Preserving Feature Selection, Classification and Federated Learniny. (M30

Report presenting the implemented privacy-preserving feature selection s)etlagdification schemes and Byzantir
robustFL schemes.

Deliverable— Technical Requirements, Architectureand Testing Plan

Deliverable Number D3.1 L ead Beneficiary 2.RISE

Deliverable Name Technical Requirements, Architecture and Testing Plan

Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 18| Work Package No WP3

Description l
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ALLEGATOA DGR n. 1204 del 04 ottobre 2022 pag. 16 di 63

Project: 101069535 — HARPOCRATES — HORIZON-CL3-2021-CS-01

B Associated with document Ref. Ares(2022)4525586 - 20/06/2022

Report describing the HARPOCRATES reference architecture, summarizirdpthiéed requirements towards t
HARPOCRATES Platform, and providiranintegration testing and evaluation plan.

Deliverable— Final Release of the HARPOCRATES Framework - Final Release

Deliverable Number D3.2 L ead Beneficiary 5.CBIT

Deliverable Name Final Releasef the HARPOCRATES Framework - Final Release

Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 36| Work Package No WP3

Description

A report and demonstrator describing and showcasing the final eedédlse security components and the ove
HARPOCRATES Framework.

Deliverable— Report on Cloud Computing Testbed

Deliverable Number D4.1 L ead Beneficiary 13. 999858250
Deliverable Name Reporton Cloud Computing Testbed

Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 20| Work Package No WP4

Description

Describe the architecture, components and operational palidies cloud computing testbed that viié setup to host
the applications and demonstrators. It will also describe the selected healthcaublamdector applications that w
be operationabn HARPOCRATES cloud testbed.

Deliverable— Final Demonstrators

Deliverable Number D4.2 L ead Beneficiary 13. 999858250
Deliverable Name Final Demonstrators

Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 36| Work Package No WP4

Description

A report and a set of final near production quality demonstrators diescadind showcasing the two demonstrg
applications, utilizing the final version of the HARPOCRATES Framewohe deliverable will also report on t
operational experiences the cloud testbed arit$ applications.

Deliverable— Plan for dissemination and exploitation including communication activities

Deliver able Number D5.1 | Lead Beneficiary ‘ 4. ZENTRIX LAB LLC
Deliverable Name Plan for dissemination and exploitation including communication activities
Type R — Document, report | Dissemination L evel ‘ PU - Public
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ALLEGATOA DGR n. 1204 del 04 ottobre 2022 pag. 17 di 63

Project: 101069535 — HARPOCRATES — HORIZON-CL3-2021-CS-01

B Associated with document Ref. Ares(2022)4525586 - 20/06/2022

Due Date (month) 6| Work Package No WP5

Description

Describe the detailed dissemination, communication and exploitatioropthe project (including project websit
social media channels and branding), extending the draft plan indlu@edtion2.

Deliverable— Initial communication, dissemination, standardisation and exploitation activities

Deliverable Number D5.2 L ead Beneficiary 5.CBIT

Deliverable Name Initial communication, dissemination, standardisation and exploitation activities
Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 18| Work Package No WP5

Description

This will be a report summarizing all activities relateddissemination, communication, ecosystem building,
standardization, IPR management and exploitation during the rst tilaéf pfoject.

Deliverable— Report on communication, dissemination, standar disation and exploitation

activities
Deliver able Number D5.3 L ead Beneficiary 4. ZENTRIX LAB LLC
Deliverable Name Reporton communication, dissemination, standardisation and exploitation activitie
Type R — Document, report Dissemination L evel PU - Public
Due Date (month) 36| Work Package No WP5
Description
Final report summarizing all activities relateddissemination, communication, ecosystem building, standardizé
IPR management and exploitation during the second half of tiecpro

Deliver able— Resear ch ethicsreport.

Deliverable Number D6.1 L ead Beneficiary 3.TRIIE

Deliverable Name Research ethics report.

Type R — Document, report Dissemination L evel SEN - Sensitive

Due Date (month) 18| Work Package No WP6

Description

Report articulating the adherenoé HARPOCRATES partners and activitiés research ethics requirements,
accordance with Horizon Europe guidance and international best practice.

Deliverable— Integrated | mpact Assessment Report

Deliverable Number D6.2 L ead Beneficiary 3.TRIIE ‘
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ALLEGATOA DGR n. 1204 del 04 ottobre 2022 pag. 18 di 63

Project: 101069535 — HARPOCRATES — HORIZON-CL3-2021-CS-01

B Associated with document Ref. Ares(2022)4525586 - 20/06/2022

Deliverable Name Integrated Impact Assessment Report

Type R — Document, report Dissemination L evel PU - Public

Due Date (month) 36| Work Package No WP6

Description

Final report synthesising the insights generatetthe GDPR, ethics and human rights impact assessment carrig
throughout the HARPOCRATES research.

Deliverable— Data M anagement Plan

Deliverable Number D7.1 L ead Beneficiary 13. 999858250

Deliver able Name Data Management Plan

Type DMP — Data Managemen| Dissemination L evel SEN - Sensitive
Plan

Due Date (month) 6| Work Package No WP7

Description

It will compile and outline the Data Management Rifthe project.

Deliverable— Project interim report

Deliverable Number D7.2 L ead Beneficiary 1. TUNI
Deliverable Name Project interim report

Type R — Document, report Dissemination L evel SEN - Sensitive
Due Date (month) 18| Work Package No WP7
Description

Reporton all project areaaswell asbudget and resource usagebeneficiaries.

Deliverable— Project final report

Deliverable Number D7.3 L ead Beneficiary 1. TUNI
Deliverable Name Project final report

Type R — Document, report Dissemination L evel SEN - Sensitive
Due Date (month) 36| Work Package No WP7
Description

Reporton all project areaaswell asbudget and resource usagebeneficiariesat the endof the project.
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Version | Date History of Changes

1 06.04.2022 Part A — WP7: WP7 lead changes from UoW to TUNI, Tasks 7.1 and 7.2
leads changed from UoW to TUNI, UoW effort in WP7 reduced from 13PM to
6PM, TUNI’s effort in WP7 increase from 6 PM to 12 PM.

1 06.04.2022 Part A — Deliverables: D7.2 and D7.3 lead passed from UoW to TUNI.

1 06.04.2022 Section 3.2.1 — Change in project coordination has been explained.

1 03.05.2022 Part A — EUR 40,800 Direct Personnel Cost has been transferred from UoW
to TUNI to cover the changes in coordination.

1 03.05.2022 Part A: TRI was added to task 1.3 as contributor. ZEN was removed from

WP1 as contributor. This change reflects an error in the proposal where
the role of the two partners in WP1 was mixed up.

1 06.05.2022 Part A: UoW has been removed as beneficiary and added as Associated
partner.

1 06.05.2022 Part A: UoW’s effort was reentered to the portal for the relevant work
packages and deliverables, after the change in status.

1 06.05.2022 Part A: Responsibility for Milestones 6 and 7 was passed from UoW to
TUNI, as the portal does not allow associated partners to take such respon-
sibility.

1 06.05.2022 Part A: UoW researchers were affiliated with the newly added Associated

Partner in the portal.
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1 Excellence

1.1 Objectives and Ambition

Availability of Big Data combined with advancements in Artificial Intelligence (Al) enable broad capa-
bilities for both private and public actors. However, cross-organisation and cross-border data sharing in-
line with GDPR is increasingly difficult, as collection of granular, multi-dimensional personal data
meets improved capabilities to cross-link data sets. HARPOCRATES leverages novel cryptographic schemes
to advance the capabilities of Privacy Preserving Machine Learning (PPML) and Federated Learning
(FL), thus enabling decentralised training, validation, and prediction on encrypted data. Such privacy-
preserving services and secure computation enable users to both benefit from cloud-based machine
intelligence and maintain control over data. HARPOCRATES will enable digitally blind evaluation systems
demonstrated in practical application scenarios, helping build fairer, democratic, and unbiased societies.

1.1.1 Project Objectives

We will achieve HARPOCRATES's goals using tools from the domains of cryptography and machine learn-
ing (ML). Combining Functional Encryption (FE) and Hybrid Homomorphic Encryption (HHE) will
enable efficient processing and classification of encrypted data, beyond the limitations of Homomorphic
Encryption (HE). We will further use differential privacy (DP) and Byzantine-tolerant Federated Learn-
ing (FL) to provide additional security to data stored and processed in distributed remote locations.
Finally, we will develop Privacy-Preserving ML (PPML) models for encrypted data analysis with high
accuracy and privacy guarantees. Building these technologies will allow us to develop a cloud-based
framework to protect user privacy and limit or even prevent malicious behavior. The framework will
provide enhanced data protection and enable users to analyse encrypted data with high accuracy.

Objective 1: Design efficient function-hiding FE schemes. Literature on FE considers theoret- ical
aspects of security, ignoring information leakage during execution. We will design FE schemes for
statistical functions, where the evaluator is oblivious of the evaluated function. See Table 1.1a.

wp Measurable Indicator M18 | M36
WP1 Formally define a new and stronger threat model for FE. 0 1
WP1 Design function-hiding FE schemes with proofs in new threat model. 1 2
WP3,4 | HARPOCRATES FE reference implementation. v0.5 v1.0
WP1 Peer reviewed publications on HARPOCRATES FE schemes 1 4

Table 1.1a: Measurable indicators of Objective 1

Objective 2: Combine FE and DP for private encrypted databases. Combining DP with FE
enables privacy-preserving public release of statistics on a dataset. We will design a protocol where
encrypted data can be outsourced and queried by many parties, for many functions. See Table 1.1b.

WP Measurable Indicator M18 | M36
WP2 Structured utility ranking of several DP mechanisms. 5 10
WP2 DP-FE privacy-preserving statistics protocol, low performance penalty. <50% | <25%
WP3,4 | Reference implementation of the HARPOCRATES DP-FE protocol v0.5 v1.0
101069535, HARPOCRATES - Part B - 3
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Table 1.1b: Measurable indicators of Objective 2

Objective 3: Design a practical multi-client HHE scheme. To bypass limitations of HE schemes, we
will combine symmetric and asymmetric cryptographic primitives in order to accelerate computa- tionally
expensive procedures of HE and design a novel, practical HHE scheme. See Table 1.1c.

WP Measurable Indicator M18 | M36
WP1 Structured compatibility evaluation of several symmetric-cipher HE schemes. 3 7
WP1 Practical HHE schemes using symmetric and asymmetric primitives. 1 2
WP3,4 | HARPOCRATES HHE reference implementation. v0.5 | v1.0
WP1 Peer reviewed publications on HARPOCRATES HHE scheme 1 4

Table 1.1c: Measurable indicators of Objective 3

Objective 4: Build a PPML framework by combining FE and HHE. State-of-the-art PPML
approaches inefficiently use HE functionality to classify encrypted data with good accuracy. We will com-
bine HHE and FE to achieve faster classification with accuracy on par with state-of-the-art approaches.
This will enable privacy-preserving classification of encrypted audio and video files. See Table 1.1d.

WP Measurable Indicator M18 | M36
WP2 Novel approach for private feature selection. 1 4
WP2 High accuracy PPML model for encrypted file classification. 90% | 97%
WP2 Hybrid FE-HHE protocol for classification of encrypted data. 0 1

WP2 Hybrid FE-HHE encrypted data classification protocol, more efficient than published | 30% | 50%

state of the art.

WP2 Peer reviewed publications on privacy-preserving data classification 1 3
Table 1.1d: Measurable indicators of Objective 4

Objective 5: Byzantine-robust FL scheme with data privacy guarantees. State-of-the-art FL
selectively protects the privacy of training data and model updates, ignoring Byzantine fault tolerance
and confidentiality of aggregated models. We will identify approaches to provide formal data security
and privacy for FL systems, ensuring robustness to Byzantine faults. See Table 1.1e.

WP Measurable Indicator M18 | M36
WP2 | Byzantine-tolerant FL scheme with global data privacy. 0 1
WP2 Reference implementation for model confidentiality in FL architectures. v0.5 | v1.0

Table 1.1e: Measurable indicators of Objective 5

Objective 6: Real-world case studies and contribution to Open Science and Reproducible Research.
To ensure applicability of the technical solutions, we will develop two realistic cross-border demonstrator
applications in the areas of (i) sleep medicine and (ii) threat intelligence exchange forlocal authorities.
To enable reproducing, extending and enhancing the schemes and the demonstrators developed in
HARPOCRATES, we will make our core research results and the developed source code publicly available and
will build an active community around these. See Table 1.1f.

WP Measurable Indicator M18 | M36

WP4 Improved and secure data analytics/ML algorithms on sleep recordings. 1 4

WP4 Privacy-preserving threat intelligence exchange schemes for local public authorities. 1 4

101069535, HARPOCRATES - Part B - 4
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WP5 HARPOCRATES open-source community with registered members and contributors. 50 150
WP4 Peer reviewed publications on HARPOCRATES demonstrators. 1 4
Table 1.1f: Measurable indicators of Objective 6

Objective 7: Contribute to Scalable Automated GDPR Compliance. We will identify key challenges
preventing technology transfer of privacy-preserving technologies. We will use this insight tofacilitate
technology transfer of results obtained in HARPOCRATES to help automated GDPR compliance as well as
cross-border, privacy-preserving and ethical data processing. See Table 1.1g.

WP Measurable Indicator M18 M36

WP6 Embedding of GDPR principles in the design of HARPOCRATES tech- | Report Solution
nologies to contribute towards automating GDPR compliance for cross-
border data processing

WP6 Recommendations for the employment of HARPOCRATES solutions by data | Preliminary Final
controllers based on GDPR, ethics and human rights impact assessment | version version

Table 1.1g: Measurable indicators of Objective 7

1.1.2 Ambition

Pursuing objectives defined in subsection 1.1.1, HARPOCRATES will advance the state of the art as follows:

Domain#1: Functional Encryption

Current Status: Functional Encryption was introduced in [9] and later formally defined as a gen-
eralisation of public-key encryption in [10], followed by extensive research [5-7, 13, 26-28]. Despite
promising published work, FE schemes do not support specific functions. To the best of our knowledge,
currently supported functionality is limited to inner products [1-3] and quadratic polynomials [41].

Progress Beyond State-of-the-Art: We plan to (1) design novel FE schemes in symmetric and
asymmetric key settings, supporting a rich set of statistical functions; (2) define a novel threat model
applicable to any FE scheme, considering information leakage during the FE scheme runtime; (3)
design approaches for generic conversion of message-private multi-input FE schemes to function-private
schemes; (4) prove the efficiency of proposed schemes through theoretical and experimental evaluations.

Domain#2: Hybrid Homomorphic Encryption

Current Status: Homomorphic Encryption was first introduced in [40], allowing limited operations on
encrypted data and a breakthrough in [23] allowed any computation on encrypted data (fully ho-
momorphic encryption). Follow-up work [11, 12, 17, 22] failed to meaningfully reduce the performance
penalty. Hybrid Homomorphic Encryption (HHE) overcomes the inefficiency of HE schemes [37] by
encrypting data with symmetric encryption and outsourcing the symmetric ciphertexts.

Progress Beyond State-of-the-Art: We will design new symmetric ciphers optimised for large inte-
ger HHE use cases, such as ML. Our symmetric cipher will encrypt plaintexts in Z,, for a large prime p,
as ML applications require p >> 2. Our cipher will extend state-of-the-art HE schemes (BFV [11, 22], BGV
[12]). We will demonstrate theoretically and experimentally the cipher’s efficiency.

Domain#3: Privacy-Preserving Machine Learning (PPML)

Current Status: PPML models were first implemented using Multiparty Computation (MPC), where
parties jointly compute a function while keeping inputs private. Lately, we have seen some further
developments with two problems being the most important ones: (1) preserving the privacy of the
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dataset even when we offload the training or the testing phase to a third party [42, 47, 48] and (2)
classifying encrypted data with high accuracy — as if it was unencrypted [25, 33, 46]. The main goal is
to reduce leakage of data patterns across client communications while maintaining model accuracy.
Progress Beyond State-of-the-Art: HARPOCRATES PPML will be divided into two categories: (1)
training and evaluating encrypted data and (2) using only raw data. For the first case, we will create
models able to classify encrypted data with high accuracy. Our approach is expected to outperform other
similar works in the area since the encryption of the data will be based on our FE and HHE schemes.
For the second case, we will build novel models by combining the strengths of Federated Learning (FL)
and Split Learning (SL) — the speed of FL and privacy guarantees of SL, which also allows training
datasets in a privacy-preserving way with low computing resources.

Domain#4: Differential Privacy

Current Status: Differential privacy was formalised in [20] for individual privacy: by adding well- calibrated
noise to data, presence or absence of an individual’s information is irrelevant to the output of a query.
Modern applications require frequent updates to data, and later models considered scenarios such as real-
time traffic analysis, social trends observations and disease outbreaks discovery [21].

Progress Beyond State-of-the-Art: We will combine DP with our FE and HHE schemes to build private
encrypted databases, a problem that has been widely overlooked. Such a database will protect the
confidentiality and privacy of released analytics data against malicious adversaries.

1.1.3 Positioning and Technology Readiness

HARPOCRATES will aim for medium to high Technology Readiness Levels (TRL). The project will extend
and implement cybersecurity services built on DP, FE, HE and MPC to preserve privacy in FL. Cryp-
tographic services, together with the HARPOCRATES framework will reach TRL5 and TRL6 by the end
of the project and will be demonstrated in industry-relevant environments via the pilot use cases. The
demonstrator applications will extend existing implementations and prototypes with HARPOCRATES ser-
vices and will reach TL6 and TRL7. We deem target TRLs as realistic and achievable considering that
HARPOCRATES will extend previous projects and will aggregate expertise in Distributed Computing, Secu-
rity, Applied Cryptography, Healthcare and Public Services. Table 1.1h lists the HARPOCRATES security
services, framework and demonstrators, along with their TRL levels and respective IPR owner.

Technology Description Now| Goal
Symmmetric TUNI designed several symmetric and asymmetric FE schemes for privacy- | TRL2| TRL6
and Asymmet-| preserving analysis of encrypted data. The schemes work for positive inte-
ric Functional | gers and uses MPC to eliminate the need for a trusted party TA; we next

Encryption plan to support more functions (e.g. quadratic)

Hybrid Ho- | TUNI has designed a plethora of provable secure protocols based on tra-| TRL2| TRL5
momorphic ditional HE. Additionally, it has conducted a study analysing symmetric

Encryption schemes that can be used for building HHE schemes. Next, we will design new

(HHE) symmetric ciphers optimised for large integer HHE use cases.

Statistically TUNI and RISE developed a protocol for statistical analysis on encrypted | TRL2| TRL6
Analysing En- | data using FE. We will add support for statistical functions while at the

crypted Data same time MPC will be used to remove the need for a TA.

Classification of | TUNI implemented a system for privacy-preserving, high-accuracy identi- | TRL2| TRL6
Encrypted Data fication of content of homomorphically encrypted images. We will next
(1) increase efficiency by combining FE and HHE and removing HE, (2)
improve model privacy using split learning and federated learning.
Multi-Party TUNI designed an MPC protocol that allows the removal of a Trusted Entity | TRL2| TRL6
Computation in any protocol. This will be further enhanced and will be used in
HARPOCRATES’s ML models as well as the designed encryption schemes.
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PPFL RISE built protocols using federated learning. We next plan to improve | TRL2| TRL5
privacy by protecting the model during the training and the testing phases.
HARPOCRATES The modular HARPOCRATES Framework aims to incorporate the various secu-| TRL1| TRL6
framework rity services of the project into an easily deployable and applicable toolkit.
CBIT and UoW will integrate the various services into a coherent frame-
work, utilising tools (e.g. MiCADO Cloud Orchestrator ) and methodologies
successfully applied in earlier EU projects (e.g. ASCLEPIOS).
Sleep Disorder | CRT, UMG, UEF and VIFASOM will integrate HARPOCRATES services sup-| TRL5| TRL7
Demonstrator porting secure collaborative ML into the currently existing Sleep Medicine
Analytics Platform for cross-border collaboration. This will help signifi-
cantly increase the security and usability of the platform.
Threat Intelli- | SARGA, VENETO and S2 will develop a platform for sharing and TRL2| TRL6
gence Demon- | analysing threat intelligence information between two European regions.
strator

Table 1.1h: Baseline and Expected TRLs

1.2 Methodology

HARPOCRATES intends to change how organisations and online services store, retrieve, share and process
sensitive data. HARPOCRATES will design several new cryptographic techniques and will combine them
with ML to deploy accurate and efficient services capable to analyse encrypted data in a fully privacy-
preserving manner. Figure 1 presents a coarse-grained overview of HARPOCRATES’s main functionalities,
the key players, and the steps involved in the overall process. As indicated in the figure, HARPOCRATES’s
goal stretches beyond designing a framework for processing statistical data and releasing statistics in
a privacy-preserving way. It will also provide a richer and more sustainable approach to data analytics
and cryptography, correcting the power balance between data controllers and data processors, and one
that supports and accelerates the shift towards stronger privacy.

Step 1:
Generate a
file locally

noise

Step 2: Mask
data by adding

Step 5: Analyst analyzes
encrypted datain a
privacy-preserving way

Step 3: Locally and
independently
encrypt files

Step 4: Store encrypted data in
Harpocrates cloud and categorize them
based on the encryption compatibility

Step 5.A: ML Model blindly returns an
approximated result to the analyst
(privacy-preserving classification)

E|=|I

\\

FiLe
<[4 o
¥—\. Using
Approximation Using HE and FE
% — Methods
= o FE Compatible Dat \ i
o= mpatible Data

Step 5.B: Analyst uses a functional
decryption key and blindly calculates
certain statistics on the stored data
a (privacy-preserving analytics)

Step 5.A: Performs computations on

ML Model

_‘!ﬁ encrypted data by using FE or HE

8/

Step 5.A: Analyst receives an

encrypted approximation

Analyst

Figure 1: HARPOCRATES High-Level Overview
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1.2.1 Research Challenges and Enabling Technologies

Analytics and data processing have been gainfully applied in fields as diverse as healthcare (e.g. medi-
cal diagnosis), intelligence analysis, finance, safety, military services and many more. However, privacy-
preserving analytics has lately gained momentum and broad public attention, an existing trend hastened
by the rapid proliferation of COVID-19 contact tracing apps in many countries. As a result, organisa- tions
are moving towards implementing services that respect users’ privacy.

While there are many works claiming to analyse data in a privacy-preserving way, most of them rely
on non-private methods such as anonymisation of data'. Moreover, as ML revolutionizes various societal
domains it also raises serious privacy concerns. For example, data collected for a specific purpose and
that is seemingly innocuous to a human can produce far-reaching insights and predictions that only a
machine could infer [24]. These observations along with related studies [51] confirmed that citizens care
about data privacy and highlighted the need to create more robust and practical privacy-preserving
models. With this call to action, researchers started exploring ways to combine breakthroughs in
cryptography and machine learning to create the basis for scalable and practical privacy-preserving
machine learning (PPML), which has the potential to limit data breaches and privacy violations.

In HARPOCRATES, we will combine cryptographic methods in PPML to improve efficiency
and provide strong guarantees about data privacy. Furthermore, we will build the infrastruc-
ture to enable secure and privacy-preserving data access. Through these efforts we aim to increase
the net positive effect of machine learning for society in the coming decades. We broadly classify
HARPOCRATES’s research into three categories: (1) Encryption schemes that will allow privacy-preserving
operations on encrypted data, (2) Improved methods for PPML, and (3) improved applications of
PPML. HARPOCRATES focuses on six research topics (R1-R6) that raise a plethora of challenges (C1-C6):

R1. Functional Encryption [O1-Table 1.1a]: Functional Encryption (FE) is an emerging crypto-

graphic technique that allows selective computations over encrypted data. FE schemes provide

a key generation algorithm that outputs decryption keys with remarkable capabilities. More
precisely, each decryption key sks is associated with a function f . In contrast to traditional cryp-
tographic techniques, using skson a ciphertext Enc(x) does not recover x but a function f (x) —thus
keeping the actual value X private. While the first constructions of FE allowed the compu- tation of
a function over a single ciphertext, more recent works [26] introduced the more general notion of
multi-input FE (MIFE). In a MIFE scheme, given ciphertexts Enc(x1), . . . , Enc(x,), a user can use
sks to recover f(Xi, ..., Xs). The function f can allow only highly processed forms of data to be
learned by the functional key holder. Unfortunately, while MIFE seems to be a perfect fit for
many real-life applications — especially cloud-based ones where multiple users store large volumes
of data in remote and possibly corrupted entities — most of the works in the field revolve around
constructing generic schemes that do not support specific functions. Hence, while the concept of FE
has the potential to unleash new, creative, useful and emerging applications, from a practical
perspective, it still holds a largely unfulfilled promise. Having identified the importance of FE
and believing that it is a family of modern encryption schemes that can pushus into an uncharted
technological terrain, in HARPOCRATES we will smooth out the identified asymmetries between
theory and practice by designing practical symmetric and asymmetric FE schemes. Furthermore, we
will show how these schemes can be used as standalone components to perform privacy-preserving
computations on encrypted data while at the same time we will demonstrate how these schemes
can be combined with ML to design more efficient PPML models.

C1. Building secure and practical FE schemes is a complex and difficult task. The first challenge that we
will consider in HARPOCRATES, is how to build efficient symmetric and asymmetric FE
schemes to support a wide range of statistical functions. Next we will improve the security of
our schemes by minimising the leakage associated with both the user’s query and the actua
computation of the functions. To do so, we must ensure that our FE schemes will be function-
hiding in the sense that the CSP will output the correct result, without learning anything

lanonymised data can be de-anonymised, also known as re-identification attacks [29].
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about the computed function. Another important challenge, currently not addressed in the
literature, is designing a mechanism allowing users to explicitly specify the input of a function.
In the standard FE model the function is applied to all of the users’ data. However, this may be
extremely problematic in many cases, when the function is not defined over some of the data.

R2. Differential Privacy [02-Table 1.1b]: Differential Privacy (DP) allows sharing information about
a dataset, while simultaneously withholding information about individuals. A curator (data
owner) creates the database and then periodically releases statistics upon receiving request from
an analyst. To ensure the individuals’ privacy, the curator filters the statistics through a privacy
mechanism and replies to the analyst with a noisy result. The results must be presentedin a form
allowing the analyst to deduce accurate enough results about the dataset, without breaching
individuals’ privacy. While the problem of privatizing datasets has been thoroughly studied,
further securing the datasets through the use of cryptography has not yet drawn much attention.
However, this is anissue of paramount importance when the database is outsourced to a possibly
malicious CSP. To the best of our knowledge, the only work that considered this scenario is the
one presented in [4], where authors rely on homomorphic encryption [38] and structured
encryption [31] to design a scheme for private histogram queries. In HARPOCRATES, we will
approach a similar problem by using FE as the starting point and then by including DP in the
developed PPML models.

C2. While DP is a powerful tool for preserving the privacy of individuals, it currently suffers from
important inefficiencies that will be addressed within the framework of HARPOCRATES. The first
challenge that we will address is the design of a private encrypted database assuming a stronger
threat model than the one presented in current literature. More precisely, in recent state-of-the-
art approaches, the role of embedding well-calibrated noise to the ciphertexts, is given to the CSP.
As a result, the security of such approaches is only satisfied under the assumption of an
honest CSP. In HARPOCRATES, we will design schemes considering a malicious CSP. As a next step
we will focus on the problem of minimising of the total accumulated noise after a sequence
of updates in the database.

R3. Homomorphic Encryption [03-Table 1.1c]: Homomorphic Encryption (HE) is an encryp- tion
technique that allows users to perform computations on encrypted data without corrupting their
features or format. Given two ciphertexts ¢ and ¢, a user can compute £(c, ¢') where f is a function
associated either with an addition or multiplication operation. Many privacy-preserving applications
which employ HE use the following design principle. First, the data holder encrypts their dataset
using an HE scheme and sends the ciphertexts to a server. The server then performs the
computations on the ciphertexts and produces an encrypted result. Only the data holder knows the
secret decryption key, so the server has to send the encrypted result to the data holder who can
then decrypt it to get the final result of the computation. While this approach protects both the
privacy of the input data and the secrecy of the applied computations, it comes with important
drawbacks: a drastic performance penalty and ciphertext expansion. This makes ci- phertexts in HE
schemes several orders of magnitude larger than the corresponding plaintexts. This expansion
increases the data volume which has to be transferred from the data holder to the server. This
expansion can have a considerable impact on the overall performance of the applica- tion, especially
on resource-constrained, embedded devices. In HARPOCRATES, we will implement a Hybrid
Homomorphic Encryption (HHE) scheme aiming to create practical applications that will utilise the
power of HE. HHE was first mentioned in [37]. The main idea behind HHE is the follow- ing: Instead
of encrypting the data with an HE scheme, encrypt the data with a symmetric cipher (expansion
factor of 1) and send the symmetric ciphertexts to the server. The server then first homomorphically
performs the symmetric decryption circuit to transform the symmetric cipher- text into a
homomorphic ciphertext and then proceeds with performing the actual computations. By building
such a scheme, we aim to overcome the main limitations of traditional HE schemes and will show
how current and future services can rely on HHE to protect users’ privacy.

Apart from that, in HARPOCRATES, we plan to use HHE along with numerous machine learning
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algorithms in an attempt to classify encrypted data with high accuracy (close to unencrypted).
HHE will be used for training and classifying encrypted data using cutting edge ML algorithms
such as deep neural networks, support-vector machines, XGBoost and nearest neighbour methods.
Finally, in HARPOCRATES, HHE will be also used in combination with FE in order to provide a
more efficient solution when classifying encrypted data through the aforementioned algorithms.

C3. Homomorphic Encryption is a powerful encryption technique dubbed as “the Holy Grail of Cryp-
tography”. However, it is unfortunately inefficient [37]. To bypass this problem, we aim at
designing an HHE scheme, by combining a symmetric-key encryption scheme with HE. However, this
is not a trivial task as traditional symmetric schemes are not compatible with HE, mainly due to
their large multiplicative depth. To this end, the first step of our research will revolve around
comparing the compatibility of different symmetric schemes with HE. Consequently, we plan to
design a symmetric scheme tailored around the needs of HE, with a strong focus on large integer
arithmetic. This will allow us to address a large number of HE use cases and show how our HHE
scheme can actually be used to compute functions of practical interest on encrypteddata.
In addition to that, we aim at modifying our HHE scheme in such a way that it will also be
compatible with FE. This will be a remarkable result as it will lead to the development of a
universal cryptographic scheme, allowing users to combine it either with FE or HE.

R4. Secure Multiparty Computation [O4-Table 1.1d, O5-Table 1.1e]: Secure Multiparty Com-
putation (MPC), allows two or more parties to jointly compute a specified output from their
private information in a distributed fashion, without mutually revealing their private information.
In HARPOCRATES, we will utilise the power of MPC in two ways: (1) we will use MPC to transform
our FE schemes from single-client to multi-client. This is an important property since our scheme
will allow several users to provide input data encrypted with different keys. (2) MPC will support
our PPML models by creating protocols for privacy-preserving feature selection. Feature selection
is the process of selecting a subset of relevant features for model training [15]. Using a well chosen
subset of features can lead to more accurate models, as well as efficiency gains during model
training. A commonly used technique for feature selection is the filter method where features are
ranked according to a score indicative of their predictive ability, and subsequently the highest
ranked features are retained. Despite its shortcomings (considering each feature in isolation and
ignoring feature dependencies) the filter method is popular in practical data science because it
is computationally efficient and agnostic of ML model architecture. The designed protocols will
enable privacy-preserving feature ranking without needing to pre-process data in a dataset — an
important part of the ML model development pipeline largely overlooked in the PPML literature.

C4. While MPC is a well-studied field, the problem of combining it with cutting-edge technologies has
been widely overlooked in the literature. In HARPOCRATES, we aim to deploy MPC protocols in
combination with federated and split learning techniques, in an attempt to design ML applications
with enhanced security and stronger privacy guarantees. Apart from that, in the field of FE,
and in contrast with current state-of-the-art literature where an unrealistic fully trusted party
generates and distributes functional decryption keys, MPC techniques can offer users the ability
to generate those keys themselves and thus obviate the need of a fully trusted third party. Hence, in
HARPOCRATES we will examine how to utilise MPC to eliminate the need for any trusted authority.

R5. Privacy-Preserving ML [O4-Table 1.1d]: In HARPOCRATES, we will illustrate the use of deep
neural network algorithms over encrypted data and show how this can protect users’ data and
privacy. We will use a combination of FE and HE to perform computations on encrypted data.
HE can perform arithmetic operations (addition and multiplication) over encrypted data without
decrypting it, allowing any function that uses these arithmetic operations to be homomorphically
evaluated. Beyond earlier works utilising HE for classification of encrypted data [14, 18, 25, 30], in
HARPOCRATES we will design a novel hybrid approach that will utilise HHE for the encryption
of the initial data but then use FE for the actual classification. This, will result in a significantly
more efficient algorithms without sacrificing accuracy. Finally, our PPML models will be
used to classify encrypted data of different types (text, images, videos and sound). Finally, the
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applicability of our models will be evaluated in a wide range of fields through our demonstrators.
C5. The main challenge with privacy-preserving ML, is that HE and FE schemes do not currently
provide support for non-linear functions. To this end, in HARPOCRATES we will focus on
finding the best possible polynomial approximations for the activation functions used
in ML. Apart from that, we seek to explore the possibility of designing privacy-preserving models
for the classification of encrypted files (image, audio and video) — a problem we believe will make

a real difference in providing guarantees to end users about their privacy.

R6. Privacy-Preserving Federated Learning [O5-Table 1.1e]: Federated learning and decen- tralised
deep learning allow to process large information volumes faster [49] and generate accurate models
[43], using primarily Model parallelism and Data parallelism [44]. It is tempting to believe that
sharing gradients, model updates, or meta-level information (such as outputs of layers in neural
networks) in place of raw data protects privacy. However, earlier work demonstrated that gradients
exchanged during distributed training leak information about training data [52], model activations
[50], and updates [35] - though exchanging model weights instead of gradients offers better privacy
[39]. Approaches to protect privacy in decentralised learning includes differentially private
mechanisms at training, multi-party secure aggregation to hide individual contributions to the
aggregator, additively homomorphic encryption allowing the aggregator to sum updates [45] and
combinations thereof. A crucial metric for decentralised machine learning architectures is their
robustness to failures causing digression from expected behaviour, including Byzantine fail- ures [32]
where a subset of workers behave arbitrarily and send incorrect gradients to peer workers,thus
preventing model convergence when the aggregation rule used by the workers cannot tolerateeven
a single byzantine gradient. Several Gradient Aggregation Rules (GAR’s) address this prob- lem by
providing (a, f)-Byzantine Robustness [8]: Brute [36], Krum [8], DRACO [16] and Bulyan [36].In
HARPOCRATES we will combine the cryptographic approaches to preserve privacy in federated
learning (mentioned above) with algorithmic approaches for Byznatine-resistance, producing a
scalable federated ML architecture that both ensures privacy and is robust to Byzantine inputs.

C6. Despite a promising outlook for analysing data in decentralised settings and federated data spaces,
Federated Learning (FL) presents important challenges in three dimensions: data privacy, model
confidentiality, and robustness to Byzantine attacks. In HARPOCRATES we will design anFL
scheme combining existing approaches to protect data privacy (through multi-party secure
aggregation), model confidentiality (with confidential computing) and Byzantine robustness.

1.2.2 Architecture

HARPOCRATES will produce an open extensible architecture, with robust, reusable and self-contained
components. The HARPOCRATES architecture consists of six discrete layers described below (Figure 2):
Cloud Infrastructure, Crypto, ML, DP, GDPR Compliance, Legal & Ethics, and Demonstrators.

L1. Cloud Infrastructure Layer: The Cloud Infrastructure Layer will assure that the research out-
comes of HARPOCRATES can be hosted, prototyped and executed in a realistic multi-cloud infras-
tructure. It will also provide the necessary testbed for the implementation of the demonstrators.
The cloud computing testbed will be set up using state of the art technologies for cloud application
orchestration to ensure the optimised deployment and execution of the HARPOCRATES components and
the demonstrator applications. The targeted multi-cloud testbed will incorporate both pri- vate
cloud resources based on the OpenStack cloud computing infrastructure of UoW and RISE’s ICE Data
Centre, and public cloud resources purchased on demand from leading cloud providers such as
Amazon AWS, Microsoft Azure or Google Cloud Platform. Using such large variety of resources
in the testbed will assure the generic nature and wide applicability of the developed solutions. To
provide easy deployment, run-time management and flexible portability between the various cloud
platforms, HARPOCRATES will utilise the MiCADO [19] application-level cloud or- chestration
solution that was developed in previous European projects and that has already been successfully
applied by some HARPOCRATES partners in the H2020 ASCLEPIOS project. Providing
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Figure 2: HARPOCRATES Core Layers

MiICADO compatible application descriptors in the standardized TOSCA [34] format will assure
that all security and demonstrator application components (implemented as microservices) can
be automatically deployed and migrated on-demand between various cloud infrastructures.
The novelty of this layer is provided by the flexible and dynamic nature of the microservices
architecture, and the way the various application components (microservices) are described. All
HARPOCRATES components will be provided as MiCADO application descriptors, made publicly
available in open code repositories such as GitHub. Such descriptors can then be composed, either
manually or automatically into complex applications, incorporating both the application
components of the demonstrators and the additional security services provided by HARPOCRATES.
This modular approach will assure easy reproducibility and applicability of the project’s results.
L2. Crypto Layer: The crypto layer will comprise a collection of cryptographic algorithms and will be
a key component for both the security, privacy and the main functionality of HARPOCRATES. This
layer will provide a complete cryptographic toolkit that will be used to protect stored dataand
offer a plethora of mechanisms for analysing encrypted data in a privacy-preserving way (i.e.
without leaking any valuable information about the actual content of the analysed data).
The core of the Crypto layer will be an implementation of a Functional Encryption library and
a Hybrid Homomorphic Encryption scheme. Regarding FE, in HARPOCRATES we will design both
symmetric and asymmetric schemes that, unlike existing work, will support a wide range of
statistical functions. In addition to that, HARPOCRATES FE schemes will be function-hiding. That is,
to make sure that an entity (e.g. the CSP) who is performing a functional decryption, will output
the correct result, without learning anything about the computed function. This is a very important
security property that has been overlooked in the current state-of-the-art.
In HARPOCRATESwe will design an HHE scheme to support practical applications that will utilise the
power of HE in an efficient way. HHE will allow users to encrypt their data with a symmetric cipher
and send the generated ciphertexts to the server. The server will next transform the symmetric
ciphertexts into homomorphic ciphertexts. With this scheme, we will manage to bypass several
drawbacks of HE that have prevented this promising technology from being widely adopted.
Finally, the Crypto layer will also contain a list of MPC protocols that will be used as a complement
to the main HARPOCRATES encryption schemes (i.e. FE and HHE). More precisely, MPC protocols
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will allow us to transform our FE and HHE schemes from single client to multi-client. Hence,
supporting a wide range of use-cases and therefore making our schemes more practical.

The novelty of this layer is twofold: On one hand is the design and implementation of two
modern encryption techniques (i.e. FE and HHE) that will allow authorised users to efficiently
perform computations on encrypted data. On the other hand, HARPOCRATES encryption techniques will
be designed in such a way that will allow several ML models to analyse and process encrypted data
and eventually output meaningful conclusions without breaching users’ privacy. Thus, the
HARPOCRATES Crypto layer will promote the intersection of ML with cryptography and has the
potential to provide a pathway to groundbreaking technological capabilities.

L3. ML Layer: The ML layer will be a core HARPOCRATES layer allowing us to explore a major puzzle:
“How to analyse encrypted data in a privacy-preserving way (i.e. without decrypting them)”. The ML
layer will contain several ML models deployed on commodity cloud infrastructure. The underlying
models will take as input encrypted data from the Crypto layer and will be able to classify them with
high-accuracy without learning anything about their contents. The result of the classification
will be made available only to authorised parties (e.g. an analyst sending a legitimate request).
Even the cloud service provider running the underlying ML models conducting the classification will
not be able to tell anything about the output sent to the analyst. While the main goal of the ML
layer will be to classify encrypted data in a privacy-preserving way, it will show how to develop
fully privacy-preserving ML models by protecting all phases. More precisely, in the core of the
ML layer, apart from the classification algorithms there will be protocols and mechanisms for
privacy-preserving feature selection and training. To achieve this, we will utilise the MPC protocols
from the Crypto layer and split learning, a collaborative learning approach known. By doing this, we
will be able to: (1) rank features in a privacy- preserving manner without the need to pre-process
data in a dataset (privacy-preserving feature selection) and (2) protect users’ privacy by allowing
training without sharing users’ raw data to the server that runs an ML model (split learning).
The novelty of this layer is threefold: First, the design and implementation of ML models that
will be able to classify encrypted data (text, images, video and audio) with high accuracy in an
efficient way. Second, the protection of users’ privacy during the training phase by incorporating
split learning and privacy-preserving feature selection techniques. Third, we will demonstrate how
two competing ideas, data analytics and privacy, can be entwined.

L4. DP Layer: The DP layer will act on top of the Crypto layer to secure the privacy of the data. In
particular, when using FE or HHE to periodically publish statistics, a well-formed sequence
of queries can bypass the confidentiality offered by the Crypto layer and eventually break
the security properties of the underlying schemes. To this end, all data will be filtered through
the DP layer, where additive noise mechanisms will be applied on them, either before
encryption or before publication.

In the case of PPML, the DP layer will be responsible for training datasets in a privacy-preserving
way using the following two existing approaches as well as seeking new and more efficient alter-
natives: (1) knowledge distillation approaches, that require massive quantities of public data(i.e.
data that will not receive privacy protections) in addition to massive amounts of sensitive data
(that will be protected) - these requirements limit their applicability; (2) adaptations of stochastic
gradient descent that are more widely applicable but result in low accuracy compared to non-
private models. Noise is added to the gradient estimate and then parameters are updated. The
result is a biased and noisy gradient that causes final model accuracy to deteriorate.

The novelty of this layer is manyfold: Our DP layer will have three main properties that will
make it essential for our ML applications: (1) composability, (2) group privacy, and (3) robustness to
auxiliary information. Composability enables modular design of mechanisms: if all the components
of a mechanism are differentially private, then so is their composition. Group privacy implies graceful
degradation of privacy guarantees if datasets contain correlated inputs. Robustness to auxiliary
information means that privacy guarantees are not affected by any side
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information available to the adversary. Apart from that, we will seek new alternatives to training
datasets, by treating the entire dataset as sensitive.

L5. GDPR Compliance, Legal & Ethics Layer: The legal and ethics layer is interconnected with the
technological layers and pervades the entire HARPOCRATES architecture. It demonstrates howthe
project will further the state of the art to support diverse GDPR-compliant, privacy-preserving and
ethical data spaces for research and digital services in the EU.

This layer will proceed from a systematic analysis of existing knowledge about the potential and
limitations of privacy-preserving technologies in automating GDPR compliance and contributing
to privacy-preserving and ethical data processing in the EU. We will assess the positive impacts
stemming from the development of the project technologies for legal principles under the GDPR, as
well as for human rights and ethical values.

Previous projects have explored the limits of formalising, in a machine-readable manner, legal
and policy documents to empower data controllers with robust tools for automated compliance.
However, most projects focused primarily on achieving complete anonymisation and, did not ade-
quately consider the legal and regulatory barriers to technological adoption, such as the differences
in the national implementation of the GDPR across EU member states.

The novelty of this layer is twofold: First, HARPOCRATES will advance beyond the state of the
art by combining the most advanced encryption and ML techniques to allow users analyse encrypted
data, thus minimising the risk of privacy breaches. Beyond the potential of achiev-ing complete
anonymisation through privacy-preserving analysis, we consider a broader array of GDPR principles
and legal protections. Second, HARPOCRATES will assess the legal challenges intro-duced by cross-
border data sharing to scalability and realistic applicability of privacy-preserving technologies,
offering tools and recommendations for data controllers and policy-makers.

L6. HARPOCRATES Demonstrator Layer: In order to derive and validate realistic requirements to- wards

the above described five layers, and to assess how the implemented layers can be applied in
practice, HARPOCRATES will implement two realistic use cases. These use cases are both rep-
resenting cross-border data sharing scenarios within federated data infrastructures, coming from
the healthcare and the public sector/local government domains, and they both demonstrate how
the various tools of HARPOCRATES can be utilised for privacy preserving computation. In both
demonstrators multiple HARPOCRATES partners are involved, coming from different countries and
institutions, but already working in a collaborative way to share and process data in a privacy
preserving manner. Detailed description of the demonstrators is given in the next section.
The novelty of this layer is provided by the unique way how the demonstrator applications handle,
share and process data in privacy preserving way. Both demonstrators produce large amounts of
data (in the order of terabytes), that need to be processed collaboratively using advanced analytics
and ML algorithms. Various HARPOCRATES services will support both scenarios,including PPML and
FL.

1.2.3 HARPOCRATES Demonstrators

To assure that the advanced security solutions developed by the project respond to realistic user needs,
HARPOCRATES will implement two demonstrator applications, that are described below.
Demonstrator 1: Threat intelligence generation and sharing between local authorities
Partners: In this demonstrator, two local authorities, one from the Aragon region of Spain and one
from the Veneto region of Italy participate. The technical development is supported by S2 Grupo, a
Spanish technology company, specialising in Cybersecurity.

Problem Description: A threat intelligence sharing scenario between two collaborating European regions
(Aragon and Veneto) will be implemented. Governments are one of the main targets for cybercrime
attackers and are exposed to great risks, as they provide important services such as health, education
and social services. To fight such risks, both regions have significantly large relevant datasets that can be
collaboratively exploited using Privacy Preserving Machine Learning (PPML) techniques.
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One of the key factors when fighting cybercrime has always been sharing information among differ-
ent organisations, either public or private. Traditionally, sharing information on cybercriminals new
techniques, trends and objectives or even ongoing campaigns has been a common practice in order to
prevent attacks or, atleast, to detect them at an early stage or mitigate their effects. More recently, the
application of Machine Learning, such as Deep Learning algorithms, in cybersecurity has gained significant
popularity due to its flexibility and capability to cope, not only with known threats, but also with unknown
threats (such as zero-day threats). Since these algorithms require large amounts of data to be trained,
their increased popularity has further emphasized the need for data sharing.

However, sharing large amounts of data related to cybersecurity among different entities is often
complicated, not only due to the complexity and heterogeneity of the data, but also due to their potential
sensitivity. For instance, a neural network could be trained to detect phishing campaigns ata company
by inspecting employees’ emails and calculating the degree of similarity to existing phishing campaigns.
However, that would require the company (and its employees) to give permission to inspectthese emails,
which may contain private and sensitive information. Also, companies and individuals are reluctant to
share data regarding the ways in which they have been attacked, especially when attacks have been
successful, because they do not want their public image to be damaged.

In this demonstrator, both participating organisations (the local governments of Aragon and Veneto)
will benefit from the advanced data sharing mechanisms provided by the HARPOCRATES framework which let
them share private and sensitive information without damaging their public image or infringing any privacy
law. Such a mechanism will help collect and exchange new indicators of compromise and threat intelligence,
leveraging cybersecurity to a point in which it can cope with the above-mentioned increase in the degree
of intelligence and sophistication of cybercrime.

Planned demonstrator application: The demonstrator will be implemented as follows:

1. Dataset building: including (1) selection of the subset of users/hosts in each organisation which will
be part of the dataset; (2) recovering data during each organisation’s normal activity and basic
anonymisation to allow for the publication of the datasets to the rest of the consortium; (3)
injection of malicious logs for threat detection and sharing experiments.

2. Threat intelligence platform design and architecture: including (1) design of the demonstrator
platform, utilising HARPOCRATES services, through which threat intelligence will be anonymised
and shared; (2) threat modelling design.

. ML training using anonymised data, leveraging the PPML services developed by HARPOCRATES.

4. Implementation and evaluation of the demonstrator. The evaluation will include (1) analysing the
threat landscape before HARPOCRATES; (2) characrterisation of threats and the data required to
prevent them; (3) comparison of preventable threats with and without HARPOCRATES services.

Demonstrator 2: Collaborative use of Machine Learning in Sleep Medicine
Partners: Three sleep medicine centers from three different countries (Charite University Hospital in
Germany, Kuopio University Hospital in Finland and Hospital de Dieu from France) will be involved in this
demonstrator. The technical development will be supported by the medical informatics team from the
University Hospital of Gottingen Germany.
Problem Description: Machine and deep learning-related research have gained great interest during the
last years in the field of sleep medicine. Research projects utilising these methods need to exploit a huge
amount of clinically sensitive data. This raises several issues, such as the openness of research, privacy
concerns, and security of data, and the importance to find a balance between them. Currently, research
projects are supposed to follow the FAIR data principles (findable, accessible, interoperable, and
reusable) and the recent European Commission’s General Data Protection Regulation (GDPR,
2016/679). However, following the GDPR hinders the implementation of FAIR and makes data sharing
between clinical or research institutions highly difficult, especially in the case of retrospective data.
Ideally, data sharing should contain three steps: (1) data encryption, (2) data sharing with secured
platforms, and (3) secure data storage. However, data encryption has not received the attention it
deserves albeit being one of the key elements: if for any reason the two other steps fail, data encryption

w
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ensures that the data is still protected and identification of individuals is not possible. Thus, having
sophisticated and validated data encryption algorithms available would be highly valuable for the whole
research community. Additionally, performing complex analytics and machine learning operations on the
encrypted data is also desired to facilitate the joint exploitation of this securely shared data.

The planned demonstrator application: The demonstrator will utilise data consisting of sleep
recordings (i.e., electroencephalography, electrooculography, electromyography, breathing signals, oxime-try
signals, snoring (audio), sleeping position, respiratory effort, and possibly the nocturnal video record-ing),
patient medical records and questionnaires related to sleep disorders in text format (word, excel, etc.),
collected within the H2020 SLEEPREVOLUTION project. The aim of the demonstrator is to illustrate
that after the encryption the sleep recordings can be handled and analysed similarly (using complex
analytics and ML techniques) to the non-encrypted data. It is necessary that the solution can be used
regardless of the sleep recording software or device used to analyse or collect the data. En- cryption
should be possible also regardless of the number or quality of signals in sleep recordings. The solution
should include a user-friendly user interface and be readily usable in the clinical (operational)
environment by clinical practitioners.

1.2.4 Links with National and International Research and Innovation Activities

The outcomes of related national and international initiatives will be utilised in two different ways.
HARPOCRATES partners are involved in several relevant initiatives and will directly apply the outputs
of those projects, as listed in Table 1.2i. Additionally, we identified recent EU projects that partially
addressed some related areas to HARPOCRATES (Table 1.2j). The outcomes of these projects will be
thoroughly studied, and their open results will be utilised by HARPOCRATES where appropriate.

HARPOCRATES | Initiative Topic Related to HARPOCRATES HARPOCRATES
Partners WP
UoW, TUNI, | ASCLEPIOS Cryptographic Cloud Storage and Functional Encryp- | WP1, WP3
RISE, CRT, tion; Deployment of framework components as mi- | WP4
croservices using MiCADO; sleep medicine prototype.
RISE CONCORDIA (1) Develop next-generation cybersecurity solutions and (2) | WP1-WP6
Provide expertise to European policy makers and industry.
CBIT NGI DAPSI Privacy of personal data in federated data spaces. WP2, WP3
TUNI, ZEN IMI2 FACILITATE Secure data sharing platform (project is expected to start | WP1, WP3
in 2022).
S2 CYBERSANE Identification and standardisation of threat intelligence WP4
data, management of forensic artefacts and data.
CRT SLEEPREVOLUTION Sleep apnea data collection. WP4
S2 SEGRES Threat modeling for Industrial Control Systems. WP4
TRI TRUSTaWARE, D4FLY | Data protection, ethics and human rights impact assess-| WP6
ment of privacy-preserving technologies that will feed into
the work undertaken by TRI within HARPOCRATES.

Table 1.2i: Projects directly linked to HARPOCRATES

Project End Date | DP | FE | HE | HHE | MPC | GDPR | PPML | FL
KONFIDO 2019 v

SODA 2019 v v

PAPAYA 2021 v v v v v

ASCLEPIOS 2021 v v v

MUSKETEERS 2021 v v v v v
SPHINX 2021 v

MOSAICrOWN 2021 v

Table 1.2j: Projects with research areas related to HARPOCRATES
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1.2.5 Interdisciplinary Approach

Improving technologies related to scalable privacy preserving federated computation requires an inter-
disciplinary approach, involving multiple stakeholders. Therefore, HARPOCRATES brings together experts
from a wide range of areas to tackle this issue in a unique way. The core of the work is centred around
cybersecurity research, represented by leading European cybersecurity research groups (TUNI, RISE)
and SMEs (CBIT, ZEN, S2). Scalable federated cloud computing is another aspect that requires specific
attention (UoW, CBIT, ZEN ). However, these technical research areas need to be efficiently comple-
mented with expertise in legal and ethical aspects (TRI), assessing and ensuring compliance with data
regulations and the GDPR. Finally, the work has to be rooted in users’ needs, taking their expectations
into consideration. Therefore, HARPOCRATES incorporates experts from the medical field representing
four European hospitals in three different countries (CRT, UMG, UEF, VIFASOM), and two local
governments from two European regions (SARGA, VENETQ), in cross-border scenarios. This unique
combination of security, distributed computing, legal, medical and governmental experts provide an ex-
cellent basis to develop the next generation of privacy preserving technologies enabling advanced data
analytics, Machine Learning and Federated Learning.

1.2.6 Gender Analysis and Balance

The Consortium is aware of the regulations of the European Union on gender issues and acknowledges
the principle of equality between women and men to both eliminate inequalities and promote equality,
as signed in the Treaty on European Union, the Treaty of Amsterdam (May 1, 1999). To this end, gender
analysis in the context of HARPOCRATES is examined from a two-fold perspective:

Gender balance in the specific research and innovation domain: The research, developmentand
innovation activities carried out in the context of HARPOCRATES can be considered gender and sex
neutral. The domains tackled, both from the R&D (data privacy, analytics, privacy-preserving ML and
cloud computing technologies) and from the industrial and business communities’ perspective, do not
provide uneven opportunities, nor they are biased in any way. Nevertheless, to minimise the likelihood
of gender or sex specific bias, the project will adopt the policy measures for benchmarking gender
equality in science by the European Commission. However, no such bias is anticipated.

Gender balance in the demonstrators: Each demonstrator addresses a particular use case where natural
differences might exist regarding gender, age, socio-economical level, and other demographic parameters.
Discovering and properly addressing such differences is necessary to guarantee equality. Although this specific
research topic is outside the scope of this project, the design of the demonstrators will take into account
equality of gender and other characteristics to prevent that the results obtained in this project are
meaningful only for a privileged population. The project will take the following measures to tackle above
issues from both analysed perspectives:

+ The technologies, including ML, protocols, software and interfaces, will be developed according
to Gendered innovations 2 guidelines? to ensure the gender neutrality of such technologies.

+ The gender neutrality aspects will be considered during preparation of skills development activities,
including online courses and training materials.

+ The project will encourage a gender-balanced representation within the consortium, based on
equal opportunities and current EU policies.

+ HARPOCRATES will encourage participation of female scientists and engineers in open positions
during the recruitment campaigns by the partners.

+ Most HARPOCRATES partners already have a Gender Equality Plan (GEP) in place. However, all
partners are committed to further develop their GEP in their HR policies, including training on
gender equality, unconscious biases within their organisation with dedicated resources to imple-
ment the plan with close monitoring and period reporting on the progress to the top management.

2European Commission (2020). Gendered innovations 2: How Inclusive Analysis Contributes to Research and Innova-
tion.
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+ HARPOCRATES will ensure that all communication, dissemination, and exploitation actions are using
gender-neutral language, stating the project’s support for equal opportunities for men and women
and non-binary individuals. The analysis of stakeholders and audiences will include how sex and
gender of the groups evolved in the different activities, as well as if gender and sex was influenced
by factors such as age, type of represented entity and/or location. Results will be reported by
disaggregating sex and gender in texts, tables and figures.

1.2.7 Open Science Practices

As it is expressed by Objective 6 (Table 1.1f), HARPOCRATES is committed to follow Open Science
principles and best practices, and to make its research results reproducible. To achieve this objective,
HARPOCRATES will carry out the following concrete actions:

+ All security components of the HARPOCRATES Framework developed by academic partners will
be open source, also facilitating commercial exploitation (by project partners and external
collaborators) based on a dual licensing policy.

+ All technical deliverables of the project detailing its research results and outcomes will be
“Public” and published on the project’s website, after acceptance by the European Commission.

+ HARPOCRATES acknowledges the importance of open access to scientific publications and research
data. The project will assure that the EU guidelines about open access scientific publications and
research data under Horizon Europe are fulfilled, in line with the strategy developed by the EC.

+ Scientific publications will be made available as Gold Open Access. Financial resources are allocated
in the budget to cover related expenses.

+ Final peer-reviewed manuscripts accepted for publication will be deposited in an OpenAire
compliant repository for scientific publications, such as Zenodo. Results will be published on the
Open Research Europe Platform and the open access repositories of the academic partners.

+ Partners will ensure that metadata of deposited publications is open under a Creative Common
Public Domain Dedication or equivalent, in line with the FAIR principles and partners will provide
sufficient information (e.g. authors, title, date of publication and venue, funding acknowledgment,
project name, acronym and number, licensing terms, persistent publication identifiers, etc.).

1.2.8 Research Data Management

Research data, other than publications and source-code as detailed in the previous section, will be
generated primarily by the HARPOCRATES demonstrators. The project will develop a Data Management
Plan (??) that will detail data management aspects further. A short summary is given below regarding the
research data generated by the demonstrators and how the FAIR principles are addressed.

Data Manage- | Threat Intelligence Generation and Collaborative Machine Learning in
ment Aspect Sharing Sleep Medicine
Types and size Key events that occurred on users’ comput- | Sleep recordings (audio/video),  medical

ers, collected through systems monitoring | records, questionnaires. Size: =2 Terabytes.

events. Size: several Terabytes

Findability A coherent and useful metadata model will | Each dataset will be described with rich,

be defined, publishing the objects and enti-
ties that can be uniquely identified, such as
typologies of events, software components,
etc. The vocabulary will be annotated ac-
cording to open standards and published
through an API.

machine-readable set of metadata, containing
context information for the correct interpreta-
tion of research data. URN-type Persistent
Identifier (PID) will be generated for each file.
The collected data is stored to secured servers
of the institution in question.
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Accessibility

Open standards will be used to share
datasets and metadata models. An end-
point will be published offering REST ser-
vices with JSON for object encoding and
HTTPS as transport protocol. The ser-
vices will be secured by standard means.
Authorisation to access datasets with sen-
sitive information will be managed off-line.

Controlled access to datasets will be provided
to all consortium partners. After the end of the
project, access to the data could be pro- vided
to third parties after reasonable request.
However, open data sharing can be limited,
thus, we must balance between openness, in-
formation protection, IPRs, privacy concerns,
and security.

Interoperability

Usage of common vocabularies and ontolo-
gies will be maximized JSON-LD or similar
linking standards will be used. Datasets will
be documented and resolvable with globally
unique and persistent identifiers.

Metadata will use a formal, well-established
machine-readable formalism. We will clearly
identify relationships between datasets in the
metadata e.g. describing their scientific links
to each other.

Reusability

Datasets will be published with rich meta-
data describing the context where data was
generated, such as its scope and date.
Datasets with  anonymised personal
information will be published with a non-
restrictive CC-BY license. At the code level,
public interest software modules will be
published under EU Public License.

The long-term usage of the data and codes will
be allowed. After the project, all produced data
can be shared to any other user on re- quest
under creative commons CC 4.0 license after
paying attention to the possible limita- tions of
open data sharing. Codes are stored and shared
between the project collaborators through
GitHub servers.

Curator Team

SARGA, VENETO

CRT, UMG, UEF and VIFASOM

2 Impact

Table 1.2k: Research Data Management

2.1 Project’s Pathway Towards Impact

HARPOCRATES is aligned with the European strategy for data: it aims to ensure that more data becomes
available for the use in the economy and society, through ensuring protection of the personal data with
a new federated processing infrastructure, data sharing tools, mechanisms, and architecture. This will help
us create a credible pathway contributing to the following impact of the Strategic Plan 2021-2024:
“Increased cybersecurity and a more secure online environment”. In this section, we specify the nature
of our contributions to the outcomes and impacts, i.e., how we categorise our contributions as scientific,
economic, technological and/or societal. We also specify the scale and significance of our contributions.

Expected Outcome: Improved scalable and reliable privacy-preserving technologies for federated
processing of personal data and their integration in real-world systems
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HARPOCRATES contribution to the expected outcome: The solution proposed by HARPOCRATES aims to

make substantial contributions towards the reliable federated processing of personal data in real-world
systems by facilitating the deployment and validation of innovative encryption methods and techniques
in realistic demonstration environments — for data processing between stakeholders within complex ICT
ecosystems. The contributions will result in the following outcomes:

+ Scientific — Design and implementation of ML enablers able to classify encrypted data without de-
crypting them (text, images, video and audio) with high accuracy in an efficient and privacy preserving
environment deployed on commodity cloud infrastructure. e Scientific — Combining Functional Encryption
(FE) and Hybrid Homomorphic Encryption (HHE) to enable efficient processing and classification of encrypted
data, beyond the current limitations. ¢ Economic — Reduced loss from the leaked data for the European public and
private sector by applying advanced encryption techniques. e Economic — Increased number of applications and
services due to the resolved security gaps, and as a result, a potential number of new jobs and opportuni-ties
open by utilising HARPOCRATES technology. ¢ Technological — Technology validated in a federated machine
learning and data sharing scenario between two European regions and in a cross-border healthcare use case. e
Technological — Consent and interoperability ontology enabler for personal data EDI with enforced GDPR. e
Societal — Increased trust in the public and private services working with the private data, as demonstrated via two
realistic demonstrator scenarios.
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Scale and significance of project’s contribution: The HARPOCRATES framework will provide a complete validated
solution for enhancing the security, privacy, and data protection of all organisations of the European ecosystem.
Our technology will make B2G data sharing a sustainable practice in the EU by providing reliable privacy-enhancing
technologies, together with comprehensive data protection approaches to ensure the safe re-use of personal data
and commercially confidential business data for innovation and statistical purposes. Performance indicators: 1)
[significance: high, scale: Europe-wide] Industry and businesses will have more data available to innovate as a result
of the data strategy (at least 50% increase); 2) [significance: medium, scale: demonstrators] Dozen of new jobs and
opportunities created as a result of enhanced data sharing practices as an outcome of thedemonstrators; 3)
[significance: high, scale: regional] At least two European regions are connected and sharing data from 10k users
per region; 4) [significance: high, scale: Europe-wide] Minimised economic loss and data leaks for entities
employing our enablers. Related Objectives: O3-Table 1.1c, O4-Table 1.1d, O5-Table 1.1e.

Expected Outcome: More user-friendly solutions for privacy-preserving processing of federated
personal data registries by researchers. Improving privacy-preserving technologies for cyber
threat intelligence and data sharing solution. Strengthened European ecosystem of open-source
developers and researchers of privacy-preserving solutions.

HARPOCRATES contribution to the expected outcome: The impacts will be achieved by making data more widely
available by opening up high-value publicly held datasets across institutions, influencing and impacting a variety of
stakeholders that will access the system and will use HARPOCRATES technology to process personal data from
multiple datasets, finding biases, providing new explanations for diseases, and identifying physical threats from
cross-border institutional shared data. One of the HARPOCRATES demonstrators will specifically focus on sharing
and utilising cyber threat intelligence data between two collaborating local authorities. To achieve the above
impacts, HARPOCRATES will improve existing and will provide new, open source, well documented and user-
friendly results with the following outcomes:

e Scientific — Functional encryption schemes in symmetric and asymmetric key settings, supporting a rich set
of statistical functions, novel threat-models considering information leakage during the FE scheme’s runtime,
and design approaches for generic conversion of message-private multi-input FE schemes to function-private
schemes. e Scientific — Hybrid Homomorphic Encryption (HHE) with new symmetric ciphers optimised for
machine learning and other large integer use cases. ¢ Scientific — High accuracy encrypted image classification with
PPML, FE, HHE. e Scientific — Differential Privacy with FE and HHE schemes to build private encrypted
databases. » Scientific — Byzantine-tolerant FL architecture with global data privacy. e Scientific — Split learning
and privacy-preserving feature selection techniques with interfaces and well documented repositories for
protection of the data during the training phase. ¢ Societal — Improved decision and policy making processes and
services provided by local governments via shared and improved threat intelligence. e Economic/technological

— Increased business opportunities provided by a set of open-source tools supporting secure data sharing and
federated processing.

Scale and significance of project’s contribution: Our contribution will enable thousands of scientific organisa-
tions and technical contributors to create open-source privacy preserving federated data processing enablers.
HARPOCRATES will release technology as open services and frameworks, in line with ISA JoinUp tools for public
administrations and citizens. Performance indicators: [significance: high, scale: demonstrators] Reference im-
plementation of at least four ML/AI tools and models, using common building blocks, allowing interoperability,
and processing personal data: (1) Functional Encryption, (2) Protocol combining DP and FE privacy-preserving
statistics, (3) Privacy-Preserving Machine Learning, (4) split learning, (5) GDPR interoperability data sharing
tool. Related Objectives: O1-Table 1.1a, O2—Table 1.1b, O3—Table 1.1c, O4-Table 1.1d, O5-Table 1.1e.

Expected Outcome: Contribution to promotion of GDPR compliant European data spaces for
digital services and research (in synergy with topic DATA-01-2021 of Horizon Europe Cluster 4)
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HARPOCRATES contribution to the expected outcome: Ensuring compliance with European legal, ethical and privacy
principles and regulations is a critical but also ever-evolving process, especially when it relates to data-driven
environments, such as the one envisioned by HARPOCRATES. New concepts and ways to handle and process data,
which will emerge during the development of the HARPOCRATES platform, may result in difficultiesor ambiguities
on the ways regulations should be applied. In order for HARPOCRATES to be ready to tackle such issues, a dedicated
work package (WP??)is therefore created in charge of ensuring compliance of HARPOCRATES’sinnovations with EU-
wide legal, ethical and privacy principles, including above all the GDPR (EU 2016/67).HARPOCRATES will promote
GDPR compliant European data spaces for digital services and research through the following novel contributions:
e Technological, Scientific — Novel combination of the most advanced encryption, ML and DP techniques that
will minimise risk of privacy breaches without limiting the ability of authorised users to analyse encrypted
data. ¢ Technological, Economic — Development of automated GDPR compliance tools for data controllers at
the fraction of the cost of specialised legal-tech services. » Technological — Application of this combined novel
technology to two cross-border case studies involving both health and other public services data in a number of
different European countries. ¢ Scientific — Comprehensive legal, regulatory and policy analysis of the challenges
brought upon by cross-border data sharing scenarios in relation to the GDPR. ¢ Economic — Reduction of GDPR
compliance costs for cross-border data sharing in digital services and research by developing and applying the
HARPOCRATES technology. e Scientific, Societal — Integrated data protection, ethics and human rights impact
assessment of the most advanced privacy-preserving technologies.

Scale and significance of project’s contribution: Thousands of data controllers, including both public sector bodies,
SMEs and businesses, will be able to use the HARPOCRATES automated GDPR compliance tools, supportedby the
combination of the most advanced privacy-preserving technologies and validated on a large amount of patient
and citizen data in the project’s use cases. Millions of patients and citizens in Europe will benefit from more robust
GDPR-compliant protection while facilitating wider use of their data that can act as a catalyst for research,
innovation and digital services. The organisations adopting the HARPOCRATES framework will be in a position to
achieve compliance with all relevant EU legislation related to security, privacy and data handling (collection,
classification, and secondary use). Performance indicators: [significance: high, scale: demonstrators and Europe-
wide] 20% reduction in legislation violations reported for HARPOCRATES users compared to the overall ecosystem.
Related project objectives: O6 — Table 1.1f, O7 — Table 1.1g

Expected Outcome: Strengthened EU cybersecurity capacities and European Union sovereignty in
digital technologies. More resilient digital infrastructures, systems and processes. Increased
software, hardware and supply chain security. Secured disruptive technologies. Smart and quan-
tifiable security assurance and certification shared across the EU.

HARPOCRATES contribution to the expected outcome: Protective mechanisms and privacy-preserving tools from
HARPOCRATES will ensure operational efficiency over the sensitive datasets, while keeping the data protected,
thus fostering digital innovation, including cooperation between companies. They will have the ability to deploy
their own resilient system using new ISA JoinUP open source HARPOCRATES tools, designed to open a plethora
of private data exchanges, that will enhance Europe’s strategic autonomy in the digital field. For different verticals,
including supply chain, where data exchange was not previously possible, or was problematic as companies
gradually lost control over their data, the capacity of the HARPOCRATES innovation is going to providea resilient
digital infrastructure and pathways for new secured disruptive scenarios, not possible before.

Scale and significance of project’s contribution: Our contributions will complement the growing demand to
enhance Europe’s strategic autonomy in the digital field: creation of European data spaces to ensure that more
data becomes available for use in the economy and society, while keeping companies and individuals in control
of their data. The global public cloud market is currently largely dominated by US and Asian companies —
HARPOCRATES will help to regain the lack of control over data produced on the European territory kept on non-
EU clouds. Performance indicators: [significance: high, scale: Europe-wide] Bootstrap of the new European data
space for seamless sharing of high-sensitive data for innovative and distributive digital services [significance:high,
scale: Europe-wide] Compliance certification scheme for organisations related to distributed computing.

2.1.1 Requirements and Potential Barriers

Apart from the strategic impacts outlined by the call, HARPOCRATES aspires to have significant scientific,
technological, economic and societal impact, as analyzed above. These impacts are achievable, some
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(the short-term ones) within the lifetime of the project, and others (the long-term ones) after mass
adoption of the project concepts, tools, technologies and services. Nevertheless, even though these
impacts are tangible, they require good will and strong collaboration amongst all stakeholders involved
in the specific value chain, and significant effort in order to achieve the changes envisioned. In fact, several
barriers possibly hindering the achievement of these impacts should be carefully considered and
appropriately tackled. The most important of them are provided in the following text.

Regulatory Barriers: Varying EU states regulations and legal frameworks, with special focus on data
protection legislation, may cause setbacks in a pan-European adoption of the HARPOCRATES approach.
As aforementioned, lack of legal clarity for applications and sensitive information exchange and lack of
transparency regarding the utilisation of data collected by such applications and services, as well as in-
adequate or fragmented legal frameworks are amongst the major barriers hindering the wider adoption
of sensitive information exchange and processing. The HARPOCRATES project aims to deliver an inno-
vative cybersecurity framework for efficient processing and classification processes over encrypted data,
completely aligned to the directives of the GDPR framework. The aim is to provide privacy-by-design
functionalities in an attempt to bring down legal barriers which in turn are vital for deploying (cross-
border) services in Europe. This, however, requires pan-European collaboration and tolerance and
broadmindedness of the key stakeholders in lowering their own barriers and allowing for the realisation
of the proposed change. Non-conformance to EU directives or resilience to adopt the propositions could
constitute a major barrier to achieving the project impact. To this end, HARPOCRATES aims to deploy the
proposed solution to several key stakeholder categories (organisations, service providers, clients) to
highlight the potential and achieve the maximum level of acceptance by all EU member states.

Ethical Barriers: While the EU works to fully capitalise on research outcomes, there is a growing
awareness of privacy preservation and ensuring that sensitive, personal information is well protected and
not exploited and/or misused. Within the context of the HARPOCRATES platform development, all ethical
issues will be respected and accounted for (as part of ?? and ??), in order to reduce the barriers that
ethical concerns could pose to a wide adoption of the project results in the long term.

Technological Barriers: Information technologies develop rapidly, and it is difficult to foresee their
evolution, which may influence technical design decisions. This is particularly true in the case of
cybersecurity, where new cyber threats of all kinds appear by the minute. Acting proactively so as
to stay ahead of the state-of-the-art and deliver a solution that will not become obsolete in the near
future, HARPOCRATES will be engaged in a continuous technology watch and safeguard effort assuring
that the development process will comply with all related standards, and that new Scientific &Technical
requirements may arise will be properly and timely gathered and processed.

Human Barriers: We should also be aware of the importance of the human barriers posed towards
achieving the suggested impact. The actual scope of the call, aimed at providing scalable privacy-
preserving technologies for cross-border federated computation in Europe involving personal data, high-
lights one of the biggest barriers, namely the human factor and how non-resilience to change by the
receivers of the services of the proposed solution, could lead the project to a failure. Towards this
end, the HARPOCRATES consortium aspires through the communication and dissemination activities to
increase the awareness of, and confidence in the delivered tools, mechanisms and solutions among clients and
professionals, and through enabling trust and accountability over personal data to make them active
contributors to the service delivery system, increasing their trust in it.

2.2 Measures to Maximise Impact

The paragraphs below present a first version of our plan for the dissemination, communication, exploita-
tion, business planning, research data management and IPR management activities. A more detailed plan
for the elaboration and implementation of these activities will be presented within the first six months of
the project. Dissemination activities are focused on the publication of scientific knowl-edge generated
within the context of the project, namely the dissemination of the project’s scientific and technological
results, mainly through publications and presentations in conferences. Through its
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dissemination activities, HARPOCRATES aims at reaching the research community and scientific bodies,
including cybersecurity professionals, cybersecurity educational providers and training firms, security
incident response teams (CIRT), and computer emergency response teams (CERT) as effectively as
possible. Communication activities mainly consist of raising awareness about the project through
electronic and non-electronic channels and interactive and non-interactive activities, e.g. maintaining a
project portal, and presentation in social media. Through communication activities, the project aims
at reaching cyber security professionals, as well as the general public. Exploitation Planning activ-
ities are concerning the exploitation of the project results, whether this is academic, technological or
commercial exploitation. Through exploitation activities, the project aims at reaching primarily the
healthcare, and public services sectors, as well as the vertical smart city service market associated with it.
Business Planning activities are complementing the exploitation activities and focusing on the
commercial exploitation of the project results and the generation of revenue. The key exploitable assets
from the business planning perspective will be the HARPOCRATES framework, its security services and the
demonstrator applications. Research Data Management activities are aimed to support the data
management life cycle for all data that will be collected, processed or generated by the project, as well
as the management of publications. Finally, IPR Management activities are related to the
management of the foreground and background knowledge of the project, complementing and regulating
the exploitation and business planning activities.

2.2.1 Dissemination and Communication Activities

The dissemination activities, aimed at our stakeholders, will begin early in the project and carry on after
the project funding comes to an end. Our communication activities, aimed at the public, the mass
media and social media, will take place during the project’s lifetime and will include references to project
funding from the EU. Main pillars of dissemination and communication activities:

+ Objectives: Informing about the project and its progress as well as to engage the defined target
audience. - Target Audience(s): Scientific community, Industry and other relevant EU funded projects
(H2020, HEU) and the general public.. + Channels: Various channels are utilised (see below). - Messages:
These will be adapted to both the target audience and to the specific channel used.

In the following sections we detail the type of activities to be carried out. Main aims are to raise
awareness, engage with target audiences and utilise the results to maximise impact. Developed materials
will be further disseminated through the target communities to reach a broader audience. Some of these
activities can be writing scientific articles, presenting, organising or attending events, issuing press
releases, publishing a project website, etc. Project results may be used to develop education and training
programs for our tools, as well as to provide developer community instructions.

Dissemination of Results per Target Audience

Table 2.2p lists our envisaged target stakeholders and the main messages we intend to convey to them.
The first column identifies the stakeholders, second column lists dissemination activities to reach them.

Target audience | Tools and channels
/Stakeholders

Academia e Liaison and collaboration with related research initiatives and research groups. ¢ Peer
reviewed publications in scientific journals. e Participation in relevant confer-
ences/workshops with a large audience among the scientific community.

Industry e Liaison with industrial associations. e Key articles in trade press. e Participationin
relevant conferences/workshops with large industry presence. e Organisation of
workshops and demos. e Individual presentations/discussions with key organisations.
Public authori- | e Articles in trade press. ¢ Participation in relevant conferences/workshops. ¢ Meet-
ties, healthcare | ings with policy makers and representatives of healthcare ministries. e Organisation
institutions of workshops and demo events at pilot sites.
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e Communications through social media. ¢ Press releases on project outcomes in na-
tional media. e Creation of easy-to-understand videos, published on project website.

General public /
citizens

Table 2.2p: Dissemination, Targeted Audiences and Partners

Dissemination Plan

The dissemination plan describes the measures and channels — detailed in the table below - to build
effective awareness of the project results, creating an understanding and aiming for action among the
target groups. The execution of this strategy will facilitate the best use and uptake of the outcomes
and research insights generated throughout the project’s lifetime, reinforcing the targeted impacts.

Dissemination tools and channels: We will use the following tools and activities for disseminat-
ing our results to our stakeholders, as well as communicating with the traditional media and the general
public about the project and emphasising the EU support and the public interest behind our goals. For
each tool or activity, we provide a brief description and performance indicators. The dissemination
activities are key to the exploitation of results. Our dissemination activities will ensure stakeholders
are aware of our innovations and will help prepare the market for our outcomes.

Activity Description Performance Indicators
HARPOCRATES | Information about the project, the consortium members, the | Live by Month 3, No. of content up-
Website deliverables, project news, a blog, information about the | dates: 100, Targeted No. of visits:
other projects with which HARPOCRATES will cluster. The site | <2,000: mediocre; 2,000-4,000: good
will contain attributes such as a mobile-friendly de- sign, | >5,000: excellent.
quick loading times, accessibility, web analytics, traffic
tracking, search engine optimisation and integration with
relevant social media.
Guidelines, | The partners will develop various training materials (Pow- | two brochures, one flyer, slide sets, a
training erPoint slides and briefing papers), generic flyers and | briefing paper (translated into the lan-
materials, brochures to streamline the transfer of technical knowledge | guages of the countries where we con-
flyers and | to stakeholders. duct pilots), three posters, No. of down-
brochures loads of briefing paper <300: poor; 300-
1,000: good >1,000: excellent.
Peer- HARPOCRATES will organise special issues in top peer-| No of special issues: 2, No of journal
reviewed reviewed journals (ACM, Elsevier, Springer, IEEE). A book | publications: 5, No of conference pro-
publica- chapter will be organised titled “Federated data space de- | ceedings: 15, Book chapter: 1
tions, pol-| sign and technologies”. Peer-reviewed publications in top
icy briefs, | refereed scientific journals and conferences relevant to the
position research, as well as publications in technical journals will
statements | be targeted.
Non- HARPOCRATES will release and contribute to blog posts, arti- | Non-scientific publications: 20
scientific cles, books and any other non-scientific publication oriented
Publica- to end-users and the wider public. Reference media to con-
tions sider are CORDIS Research*EU Magazine
MOOC, HARPOCRATES will produce Massive Open Online Courses | Min. one MOOC. No. of blogs on the
Videos, (MOOC), videos will be uploaded to YouTube and/or other | website: >10. Three videos, the first at
Blogs social media platforms such as Vimeo, Dailymotion or other | M10, second at M20, third at M30. The
similar video platforms. Blog entries regarding technical | videos will be about 90 seconds long.
achievements will written and published on the website.
Webinars HARPOCRATES will produce webinars aimed at different | No. of webinars: at least 5
stakeholders. Webinars will be one hour long — half an hour
for presentation, and half an hour for questions and
discussion.
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Conferences | Partners will showcase project results, present talks, create | Symposium organisation: 1, No. of con-
and work-| exhibition spaces and provide personal engagement. A final | ferences/workshops attended: 10
shops international cyber security symposium will be organised to
present the results and outcomes of the whole project.

Newsletters,| HARPOCRATES will use email campaigns and publish a reg-| Min. 36 newsletters, approx. 18 emails
email cam-| ular newsletter to reach out to end users, key technology | (bimonthly) to the project’s stakehold-
paigns communities, and engage with academia. ers on the contact list

Open ac- | HARPOCRATES will facilitate an online repository to manage | Open access to all on two EU clouds, the
cess repos-| and publish material with different access permissions, in-| project website and the open access
itories to | cluding peer-reviewed publications, shareable scientific re- | repositories of the project partners.
research search data, and other types of resources generated. The
project will rely on Zenodo —part of the European Open
Science Cloud (EOSC)- to deposit both publications and
datasets. In addition, the use of Open Research Europewill
be encouraged as an open access publishing platform for
scientific articles among the consortium, with no author fees
and compliant with open access requirements. Scien- tific
publications will also be deposited in the open access
repositories of the academic project partners.

Table 2.2q: Dissemination Plan

Communication Plan

Communication activities involve specific measures for publicly promoting the project and its results
during its lifetime. Campaigns will be designed and implemented to build traction among the target
audience efficiently, capitalising on the multi-language nature of the consortium to cover an interna-
tional footprint. Additionally, a number of communities and multiplier organisations in various related
domains will be targeted by leveraging partners’ networks. The initial list of such organisations will be
evaluated and updated later to ensure that the most relevant ones at the given moment are selected. The
initial selection will be done at the very beginning of the project (by M3). During the remain- ing
duration of the task, each selected initiative/community will be contacted and collaboration will be
initiated to identify how the members of these communities can best benefit from HARPOCRATES. Based
on these activities feedback will be provided to WP??-?? in order to adapt/expand the solutions
accordingly. We will use existing ecosystems to facilitate such communication activities, for example:

1. FIWARE — several SMEs, entrepreneurs and large companies; our enablers will be adapted to
be used as FIWARE specific enablers (e.g. Keyrock identity Management and Wilma Proxy).
Partners has worked with FIWARE or contributed to the FIWARE community before (e.g. UoW
is partner in the DIGITbrain project where FIWARE is one of the main supported ecosystems).

2. Confidential Computing Consortium (CCC) is a project community at the Linux Foundation
dedicated to defining and accelerating the adoption of confidential computing.

3. OSF Edge - Openstack Edge Computing Working Group - 12,000 people from 130 different coun-
tries and yearly Open infrastructure summit events; dissemination activities related to distributed
challenges (whitepapers, blogs, position papers, etc).

4. GAIA-X — a pan-European association that develops and promotes federation of cloud services
within existing cloud infrastructures. Its activities support open-source software development, data
sovereignty and data portability - to communicate its results in the area of privacy-preserving
computation in the working groups “Provider” and “Federation Services/Open-source services”.

5. OpenMind — open-source community whose goal is to make the world more privacy-preserving by
lowering the barrier-to-entry to private Al technologies.

Table 2.2r summarises the major activities and performance indicators of the communication plan.

101069535, HARPOCRATES - Part B - 26

fd fz

=)

O



ALLEGATOA DGR n. 1204 del 04 ottobre 2022 pag. 49 di 63
B Associated with document Ref. Ares(2022)4525586 - 20/06/2022
Activity Description Performance Indicators
Social me-| The partners will use Twitter, LinkedIn, Facebook, Insta-| 2-4 tweets per week, 1-2 Face-
dia gram and other social media channels to reach out to the | book and Instagram posts per
public week, LinkedIn group established
Podcasts The partners will develop 10-15 minutes long podcasts sum- | 5 podcasts
marising the major achievements of the project
Branding HARPOCRATES will adopt a common graphic approach Logo and templates for slides,
throughout the project press releases, newsletters
Newspaper | HARPOCRATES will identify and target top journalists and | At least the top five journalists in
stories bloggers in each Member State who have written previously | 10 Member States are identified
and press | about relevant topics to the project. and approached (5 x 10 = 50)
releases
Translations| The partners will translate press releases, the newslettersand | At least 15 translations of press
selected other materials into at least the languages ofthe | releases, newsletters, brochures
partners. and flyers

Table 2.2r: Communication Plan

Exploitation Strategy

The exploitation strategy, that will be part of the “Communication, Dissemination and Exploitation Plan”
prepared by M6 of the project, will follow the evolution of the scientific and technological outcomes and will
be based on the collective and individual exploitation strategies and activities. The Consortium
Agreement will define the IPR management strategy that will also significantly influence the exploitation
strategy. The final version of the exploitation plan will produce a reliable strategy for sustaining the
partners’ results beyond the end of the project.

Tentative Business Model and Business Plan: The HARPOCRATES consortium has already drafteda
Business Plan for the commercial exploitation of the project’s outcomes. At proposal stage, it is actu-ally
an initial approach, while the detailed plan will be defined within the context of the corresponding work
package (WP??) and will depend on actual project activities. This initial approach covers plans of a
community and user sharing edition of the HARPOCRATES platform, which will be partly open source,as
well as the plan of charging for professional services through which revenue will be raised. The HARPOCRATES
consortium favours open-source policies, and it has decided to take a dual-licensing ap-proach towards
managing the knowledge produced internally but also exposing specific knowledge to the scientific
community. Therefore, the indicative business plan is structured around a two-core busi-ness axes: a)
professional-oriented services that will be supported by the HARPOCRATES core framework,and b) audience-
centric services, which will enable generation and sharing of new tools and experiences. Table 2.2s below
outlines an indicative Business Model Canvas. Its goal is to provide a systematic on-going process by which
business “steps” can be reported and monitored, and can iteratively evolve until HARPOCRATES achieves
a certain market outreach maturity. Its value is that it serves as a dynamic business plan observatory and
scoreboard, which will be updated to indicate whether business potential is on track. Since the development
of a business model description requires extensive knowledge of the business parameters and actors, including
the customers and the most technical aspects of what an entity does, partners will jointly work on such
a task. Preparing a complete business model description will require the contributions of entities outside
the consortium and the overall ecosystem.
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Key Partners: | Key Activities:| Value Proposi- | Customer Rela- | Customer Seg-
Critical ICT | Development of | tion: Platform for | tionship: Long | ment: Profession-
infrastructures; cybersecurity risk | enhancing cyber se- | term support and | als; organisations
academia, ICT | management and | curity, privacy and | future upgrades; | administrators;
vendors and | services; business | data protection of | training support; | executives and
asset providers; | model development | complex ICT infras-| community support; | managers of service
open source | for new services; | tructures; Secure | dedicated assistance. | providers; third
communities; maintenance and | and private sensi- | Channels Web-| party developers;
standardisation integration. tive data exchange | site, social media; | CERTs/CSIRTs;
organisations; Key resources:| with federated | demonstration & | cybersecurity edu-
investors; early | Research results | learning between | dissemination activi-| cational providers
adopters and | from project ac-| organisations. ties; standardisation, | and training firms;
promoters. tivities;  successful open source; clus- | cybersecurity
validation of use tering; fairs and | researchers.
cases. events.
Cost structure: R&D costs; infrastructure costs (i.e. Revenue streams: Open source versus
platform hosting); data centre operations; integration closed system services (licensing); tools on
costs; marketing costs & ads; customer support. demand (API); direct platform sales; after-
sales service; engineering services; consult-
ing services; development contracts.

Table 2.2s: Exploitation Strategy

Individual Exploitation Plans: Exploitation will concentrate on the commercial partners/SMEs of
the project. Academic project partners will also provide value added services based on the result.

Partner Type of Result

S2

Development of approaches for threat prevention and detection based on Al algorithms for
advanced encryption and anonymisation of sensitive and private data. Results are expected
to contribute to a 15% growth of the company over the next four years.

Exploitation of the project’s results by integrating them into its commercially available Confi-
dentialCloud confidential data collaboration and portability platform that allows competing
entities to engage in trustworthy data collaboration based on verifiable attestation tokens.

CBIT

SARGA Knowledge and prototypes developed in the use case will be used to improve the cyber-
security of the organisation, thanks to the integration of the system with the rest of the
security tools in the infrastructure. Use case will be shared with the Spanish cybersecurity
authorities (CCN-CERT), for further dissemination and implementation among the rest of

the Spanish and European regions and governments.

VENETO
REGION

Existing cooperation with local industry to introduce the project’s results and contribute
to their marketing strategy. In agreement with regional stakeholders and strategic players,
involve SMEs and start-ups to raise knowledge and better attitude to exploit the project’s
results according to the agreements and follow-up plans established.

Integrate the resulting components and modules into the company’s COVIDAS data- driven
solution for monitoring patients’ response and potential complications of Antibody-
Dependent Enhancement (ADE) in vaccine recipients. Enable collaborative research to allow
privacy-preserving data sharing and federated research on multiple healthcare datasets.
Offering commercial consultancy to commercial entities interested in exploiting re-
sults; providing code maintenance, development and customisation on demand. Soft-
ware developed by UoW will be released under Apache 2.0 open-source licenses.
Existing cooperation with industry to introduce the project’s results to key industry players
and the large number of startups hosted in the University. This will bring in a large number of
master students that will have the opportunity to work on project-related activities aspart
of their thesis and can carry this knowledge to their employers after graduation.

ZEN

UoWw

TUNI
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RISE Open-source code. Collaborates with industry and will explore joint exploitation of results.
Project outputs can lead to deeper studies and follow-up works with exploitation potential.
TRI Advance ethical, privacy, and data protection practices and services around emerging tech-

nologies, as well as to further refine and implement data protection impact assessment
methodology. This project will enable TRI to acquire knowledge, capacities and experience
that will give advantage in relation to competition for the design and delivery of services.
UEF Implement the results in clinical and research practice. UEF has a strong and wide col-
laboration network with top-level hospitals and research institutions worldwide, and thus,
actions related to secure data transfer play a key role in their research.

CRT Exploitation by contributing to clinical studies with pharmaceutical companies requiring
encrypted sleep recordings. Implementation for clinical service in sleep center quality control.
uUuMG Implementing a national service for encrypted sleep recording including expert annotations

for medical quality control for sleep center certification.
VIFASOM | Service implementation for remote sleep recording analysis and scoring as central reading in
sleep medicine clinical trials for new drugs and recording devices.

Table 2.2t: Individual Exploitation Plan

Knowledge Management Strategy and IPR

HARPOCRATES will generate a range of data and knowledge, some of which will be publicly available,
some proprietary and some will be for dissemination and communication to the public. At this point,
the consortium has agreed to the following principles for handling intellectual property rights within
HARPOCRATES: A joint Consortium Agreement, to be signed by all parties at the latest before the
Contract’s signature. The CA will address (i) the confidentiality of the information disclosed by partners
during the project, (ii) ownership of results resulting from the execution of the project, (iii) legal
protection of results deriving from the execution of the project through patent rights, (iv) commercial
utilisation of results, also taking into account joint ownership of the results, (v) patents, know-how and
information related to the use of knowledge owned by one of the partners, resulting from work carried
out prior to the agreement, and (vi) sub-licences to third parties within clearly defined limits.

To ensure that these goals are achieved and the results of the project can be efficiently exploited after
its completion, knowledge management strategy and IPR-related issues will be continuously monitored
and actively discussed during project’s lifetime. Further agreements, between all or a smaller targeted
subset of project partners will be considered, if and when necessary. Such agreements can go beyond the
CA and aim to assure long-term sustainability via commercial exploitation. All project partners will
contribute to IPR and knowledge management planning and discussion, taking place in WP??.

Contribution to Standardisation

HARPOCRATES partners will contribute to the work of several standardisation bodies to assure that
the results of the project are compatible and interoperable with current and upcoming industrial and
professional standards. The main planned contributions to standardisation are summarised below.

Body/ Scope

WG/ Con-

tribution

IETF/ TUNI and RISE are active in IETF (Internet Engineering Task Force) and contribute to

NISEC/ standardisation on how to build standards for cryptographic cloud storage and analyzing

TEEP / | data in a privacy-preserving way. CBIT contributes to the IETF Trusted Execution En-

RATS vironment Platforms (TEEP) and IETF Remote AttesTation procedureS (RATS) working
groups, and will promote and reflect the project’s results in these forums.
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Data Protection Ontology for describing obligations based on a draft version of GDPR (ZEN
and TRI).

2.3 Summary

Table 2.2u: Individual Exploitation Plan

Specific Needs

Expected Results D+E+C Measures
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OASIS UoW is a member of the OASIS TOSCA (Topology and Orchestration Specification for Cloud

TOSCA Applications) working group. The MICADO cloud orchestrator, that is proposed tobe
utilised in HARPOCRATES for the cloud deployment and management of the demonstrator
applications, is compliant with the TOSCA standard specification.

ISO/IEC UEF’s Sleep Technology and Analytics Research Group is a part of the European Sleep
Research Society’s sleep lab network. The UEF SmartSleep Lab will be a certified and
accredited sleep laboratory meeting the international quality, impartiality, and compliance
requirements (ISO / IEC 17025, ISO / IEC 17011). Among others, ISO/IEC 27001/2 will
be analysed by ZEN, to propose recommendations for additional compliance certification of
organisations related to distributed computing.

CEN CRT is member of CEN TC251 and ISO TC 215 related to medical device communication, as

TC251, well as DIN NaMed (German Institute for Norms and Standards) at the Workgroup on

ISO TC | Medical Informatics. The standards for medical device communication and medical software

215 which includes the electronic health care record will be proposed through these WGs.

Confidential | CBIT is a member of the Confidential Computing Consortium (CCC, confidentialcomput-

Computing | ing.io) where it contributes to defining and steering vendor technology support for privacy
enhancing technologies.

OSF Open- | ZEN is a member of the OSF Openstack Edge Computing group and will contribute to the

stack pre-standardisation discussion in regular WG meetings coordinated by Openstack.

ISO/IEC TRI is an active member of ISO/IEC JTC 1/SC42 - Artificial Intelligence, ISO/IEC JTC

JTC 1/SC27 - Information security, cybersecurity and privacy protection, ISO/IEC JTC 1/SC 24

1/SC42 - Computer graphics, image processing and environmental data representation, ISO/TC 307
- Blockchain and Distributed Ledger Technologies. Through these committees, contribute to
standardisation activities by working with bodies at national, regional and European level.

W3C Contribution to the W3C GDPR consent ontology for data access - adaptation of the W3C

=]
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— Empower the use of big data
and ML/advanced analytics
from silos of isolated private
data across borders and differ-
ent administrative domains for
research and digital services.

— Adequate protection of data
according to the GDPR can pre-
vent its full utilisation for soci- ety.
Assure the required lev- els of
privacy in the data (via advanced
encryption techniques) without
compromising its ex- ploitation
for advanced analy-sis.

— Ensure applicability of ad-
vanced privacy-preserving com-
putation techniques in real-world
use case scenarios.

— Scalability and reliability of
privacy-preserving technologies
in realistic problems.

— A toolkit to support PPML
and PPFL: A toolkit to support
PPML and PPFL: A setof open-
source advanced securityservices
based on a combination of
improved FE, DP and HHE
mechanisms, with the aim to sup-
port Privacy Preserving Machine
and Federated Learning and ad-
vanced data analytics.

— Algorithmic model: Replica-
ble federated cryptographic ma-
chine learning conventions and al-
gorithms for identifying and clas-
sifying encrypted dataset (text,
image, videos).

— Privacy preserving cross-
border federated data shar-ing:

The demonstration of these
technical achievements in two
real-world  application  sce-

narios supporting cross-border
ML and data analytics on fed-
erated datasets related to sleep
medicine and threat intelligence
at local authorities.

— Standardisation & certification:
e Contribution to standardisation bod-
ies IETF, ISO/IEC, W3C, CEN. «ISO/IEC
compliance certification of or-
ganisations related to distributed com-
puting.

— Exploitation: HARPOCRATES  will
spin off commercial products and ser-
vices, led by the SMEs involved in itsuse
cases and tool creation. Moreover, it will
deploy a federated privacy pre- serving
machine learning tools in two European
regions and one healthcare use case,
enabling it to claim its posi- tion as a
provider of GDPR compliant
interoperable tools for data sharing.

— Dissemination and communi-
cation: Through online and offline
events, and using various channels:
HARPOCRATES website, wiki, materi-
als, flyers and brochures, peer-reviewed
publications and special issues, non-
scientific Publications, Massive On-line
Open  Courses (MOOC), Vvideos,
webinars, conferences and workshops,
newsletters, mail campaigns. social me-
dia, podcasts, branding, newspaper sto-
ries and blog posts, translations.

Target Groups

Outcomes

Impacts

Public ecosystem: Public
institutions and authorities, risk

managers, municipalities,
regions

Industrial Ecosystem: ICT
vendors and asset providers; Al
Engineers, service providers;
third party developers;

CERTs/CSIRTs; cybersecu-
rity educational providers and
training firms, vertical industries,
Network Infrastructure/Service
Providers, System Integrators.

— Take-up by public authori-
ties: Adoption of innovative and
privacy preserving technology in
two European regions processing
data of more than 20K users.

— Take-up by hospitals: Four
European hospital in three differ-
ent countries using HARPOCRATES
tools demonstrating the func-
tionalities of the framework, in-
cluding federated machine learn-
ing capabilities over encrypted
datasets.

Economic: Industry and businesses will
have more data available to inno- vate as
a result of the data strategy (at least
50% increase). New jobs and
opportunities created as a result of im-
proved data sharing practices. Reduced
loss from the leaked data for the Eu-
ropean public and private sector, in-
creased number of digital services work-
ing with federated data, and a potential
number of new jobs and opportunities
open by use of the HARPOCRATES tech-
nology.
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Academia: Researchers and
data scientists, private and
public research institutions,
and scientific organisations
Social Innovation Sec-
tor: Privacy, Security, Legal
Agencies, Ethical Researchers,
Digital Education Providers,
Civil Society Organisations
Policymakers: European
Commission, Regulators,
Public Agencies, Observato-
ries/Think Tanks

Society: General public, Non-
specialised media, indi-viduals,
society and economy as a
whole

— Academia: Initiation of
complimentary and competi-
tive scientific research activi-
ties including further scrutiny
of raw data and technologies
- high use of private datasets
containing personal data. Six
academic partners in the con-
sortium are doing research
based on the outcomes, and at
least three times more re-
search partners are involved
by the end of the project from
the associated partners and
the larger research com-
munity, as a result of the dis-
semination activities. Success-
ful scientific breakthrough is
achieved in the fields of DP,
HHE, FE, federated learning
and PPML.

— Scientific: Hundreds of sci-
entific organisations, technical ser-
vice providers and developers deploy
open source privacy preserving fed-
erated data processing enablers re-
leased as open frameworks and ISA
JoinUp tools for public administra-
tions and citizens.

— Societal: Increased trust in the
public and private services working
with private data; improved decision
and policy making processes and ser-
vices provided by local governments
via shared and improved threat in-
telligence; better and more reliable
healthcare services underpinned by
advanced privacy preserving data
analytics solutions.

3 Quality and Efficiency of the Implementation

3.1 Work Plan and Resources

The HARPOCRATES project aims to change the way modern online systems and services work by mainly
adopting a new broad vision of encryption schemes and privacy-preserving mechanisms. To achieve its

objectives, the project will be organised in seven work-packages.

WP1: Operations on Encrypted
Data and Differential Privacy

—
—

WP2: Privacy-Preserving Machine
and Federated Learning

Tl 1l

WP6: GDPR Compliance, Legal
and Ethical Impacts of Privacy-
Preserving Technologies

WP5: Dissemination, Exploitation and
Communication

WP3: Reference Architecture and Platform Integration

WP4: Use Cases and Demonstrators

WP7: Project Management and Consortium Coordination

Figure 3: Relations and interactions among workpackages

Subcontracting costs
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Participant | Cost Justification
(€)
Veneto (10) 30,500.00 | To facilitate the technological data exchange with the various stakeholders involved
in the project, as well as to support, interpret, analyze and evaluate the evolution of
the project requirements and limits to the context of the Veneto Region.

Table 3.1a: Subcontracting

3.2 Capacity of Participants and Consortium as a Whole
3.2.1 Consortium as a whole

HARPOCRATES consortium combines multidisciplinary competences and resources from academia, the
healthcare, public and law sectors, industry and research communities focusing on applied cryptography,
Machine Learning, privacy, cloud security, access control, threat intelligence, GDPR- compliant, privacy-
preserving and ethical data spaces for research and digital services in the EU, large scale distributed
computing and big data analytics. It consists of thirteen (13) partners from seven EU member states
(i.e. Finland, Germany, Greece, Ireland, Italy, Spain, Sweden) and two further European countries (i.e.
United Kingdom, Serbia). This multinational as well as multidisciplinary cooperation is essential in order
to implement the rising security and privacy requirements of modern privacy-preserving systems,
addressing the need for the design and use of services that will respect users privacy. This will allow users
to fully control their data while at the same time providing certain guarantees about the overall
confidentiality of their private information and the unbiased decisions of the underlying services through
the use of privacy-preserving machine learning algorithms.

The project brings together experienced partners with cutting-edge expertise, dedicated to contribut-
ing to the successful implementation of the project objectives. The consortium combines universities,

research centres, SMEs, legal experts, healthcare providers and local government organi-
sations to both make significant advances in research on privacy enabling technologies for cross-border
federated computation, and to prove that these advances are directly applicable in real-world scenarios.

The core research and development within the project will be carried out by three academic

partners (universities and research institutes — TUNI, RISE, UoW) and two R&D SMEs (ZEN, CBIT)
with appropriate capacity in both research and technical development activities. These HARPOCRATES
partners represent significant experience in applied cryptography, cyber-attacks surface identification
and vulnerability analysis, platform and network security management, cyber threats, Machine Learning,
privacy in widely deployed communication networks, cloud security, high-performance and distributed
computing, and access control and virtual collaboration environments for clinical research.

Concerning the academic partners, TUNI, as one of the leading Universities in Finland, is bringing
internationally visible research expertise in applied cryptography, cybersecurity and privacy. TUNI has
expertise in areas spanning from the theoretical foundations of cryptography to the design and imple-
mentation of leading edge efficient and secure communication protocols, privacy-enhancing technologies,
and security and privacy in cloud computing with a focus on trusted computing and secure storage.
RISE, having the largest security lab in Sweden, complements this expertise with significant experi-
ence and background in privacy-preserving ML, provable security, trusted execution environments, loT
security, hardware security as well as with extensive experience in industry system and security stan-
dardization (3GPP, OMA, XACML, IETF, Trusted Computing, Bluetooth, TCG and ONVIF). Finally, the
Centre for Parallel Computing from UoW, one of the most diverse and multicultural universitiesin the
United Kingdom, offers research and development expertise and a long standing track-record in the
field of secure high-performance, parallel and distributed computing, especially computation in the cloud
to edge computing continuum. While RISE and TUNI will lead the security related research activities
(WP1/WP2), UoW will coordinate the development and deployment of the demonstrators in the multi-
cloud HARPOCRATES testbed (WP4) and will contribute significantly to framework devel- opment (WP3).
UoW and RISE will also provide the necessary compute infrastructure in the form
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of their private cloud computing clusters (complemented with commercial resources) to develop and deploy
the demonstrator applications.

To assure that the results and outcomes of HARPOCRATES are developed to the highest possible
standard and will be applicable directly for industry, two SMEs complement the work of the academic
institutions. CBIT is a Swedish SME, specializing in cybersecurity, cloud and confidential computing.
With a focus on deploying and orchestrating applications in confidential computing enclaves, CBIT is an
active partner in the Gaia-X Sweden hub, working towards a secure and sovereign European data digital
infrastructure. Furthermore, it is an active contributor to standardization in IETF. CBIT will focus on
Privacy-Preserving Federated Learning (WP2) and will lead the development and framework integration
activities (WP3). ZEN is a Serbian company focusing on research and development activities related to ML,
loT, augmented reality and blockchain technologies. Besides technical development activities, the main
contribution of ZEN will be related to the exploitation and dissemination of the results (WP5) utilizing
their extended network and commercial expertise.

Compliance with data regulations and the GDPR is an important complement to the techni-cal
knowledge created in the project. HARPOCRATES involves TRI as experts in legal, ethical and GDPR related
issues. TRl is an Irish SME comprised of a team of social and data scientists, ethical, legal and human
rights experts who work across the technology-social disciplinary divide. TRI will be responsible for
coordinating all legal, ethical, human rights and GDPR related activities in the project (WP6).

HARPOCRATES also assures that the developed technological solutions address users needs and vali-
dated in realistic, real-word federated data infrastructures. To provide such settings, HARPOCRATES
implements two demonstrators involving partners from different EU countries in cross-border federated
data sharing scenarios. Threat intelligence generation, sharing and utilization via Privacy-
Preserving Machine Learning is implemented by a team involving two local governments, one from the
Veneto region of Italy (VENETO) and one from the Aragon Region of Spain (SARGA). These organisa-
tions have access to the required data and already work in collaboration to share important information
in order to improve the quality of their services. Technical expertise to implement the demonstrator
will be provided by S2, a Spanish technology SME specializing in cybersecurity.

The second demonstrator will concentrate on cross-border collaborative use of Machine Learning in
sleep medicine. This use case builds on the results of the EU funded H2020 SLEEPREVOLUTION project
which focuses on data collection and processing of sleep apnea data in Europe. Three sleep healthcare
centers from three European academic hospitals from three different countries (CRT from Germany,
UEF from Finland and VIFASOM from France), each of them involved and already collaborating in the
SLEEPREVOLUTION project, will contribute with data and related problems/analysis to this demonstrator.
To provide the necessary expertise in the design and development of the technical solution, the medical
informatics team from the University Hospital of Gottingen (UMG) will complement this team and will
coordinate and conduct the implementation of the demonstrator.

Finally, to efficiently manage a project of such scale, significant operational capacity, expertiseand
experience in project management is required. As a large university, UoW has such operational capacity
to manage the HARPOCRATES project. Moreover, the UoW team behind HARPOCRATES has been successfully
coordinating and managing several European research projects in the past, the most recent of these being
the H2020 COLA and ASCLEPIOS projects. The successful project coordinator of COLA and ASCLEPIOS,
Prof. Tamas Kiss, will fulfil the same role in the HARPOCRATES project too, assuring the organized and
smooth running and coordination of all activities. Moreover, UoW will be supported by TUNI and its
principal investigator Prof. Antonis Michalas who will act as scientific coordinator, overviewing and
assuring the high quality of the core research activities.

As at the time of signing the Grant Agreement the UK’s affiliation to Horizon Europe has not been
finalized, the role of the coordinator has been shifted from UoW to TUNI. All formal coordination that
requires interaction with the EC will be carried out by TUNI.
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4 Ethics self-assessment

4.1 Ethical dimensions of the objectives, methodology and likely impact

The main ethical dimensions of HARPOCRATES relate to the collection and processing of personal
data for the purposes of producing novel insights in the areas of Privacy Preserving Machine Learning
(PPML) and Federated Learning (FL), based on cutting edge and further enhanced cryptographic
solutions, and in-line with GDPR.

All personal data collected during the project will be kept secure and unreachable by unauthorised
persons. The data will be handled with appropriate confidentiality and technical security, as required by
law in the individual countries and EU laws and recommendations. The protection of personal data will
be ensured through procedures and appropriate technologies and appropriate European and Internet
security standards from ISO, ITU, W3C, IETF and ETSI. To assure the participants privacy, all data
will be anonymised or pseudonymised, encrypted and stored in appropriate files to which only the
relevant staff have access. Personal information will be stored and used up to five years after payment of
the last project payment or until consent is withdrawn (the sooner applies), after which point it will be
deleted. All personal data will be deleted from the databases of the consortium with proper software
and/or hardware procedures rendering unauthorised restoration impossible. In case any partner has a
parallel, legal basis obligation to further process any kind of data, those partners will further process the
data on the given legal basis, while all other partners shall carry out the deletion process. The details on
storage, process and deletion will be contained in the project’s Data Management Plan.

Additionally, the HARPOCRATES demonstrations will feature the deployment and use of artificial
intelligence, and, more specifically privacy-preserving machine learning (ML) techniques which will be
applied both to encrypted and raw data. Ethics issue that may raise in this case include human agency
and oversight of data-driven technologies, privacy, transparency, fairness, diversity and non-
discrimination and accountability. Our approach to addressing these issues relies on both technology
design choices and our integrated impact assessment methodology. First, we will achieve high accuracy
in classification of encrypted data outperforming existing approaches, thus minimising the extent to which
our Al models will relate to and affect human subjects. Second, we will develop a comprehensive ethics,
data protection and human rights impact assessment to systematically monitor ethics issues relating to
the use of Al in HARPOCRATES and implement effective mitigation strategies throughoutthe project.

All partners in the consortium will adopt good practice data security procedures. This will help
avoid unforeseen, usage or disclosure of data, including the mosaic effect, i.e., obtaining identification
by merging multiple sources. Measures to protect data will include access controls via secure logins,
installation of up-to-date security software on devices, regular data back-ups, etc. Recorded information
(audio and/or visual) will be given special consideration to ensure that privacy and personal identities are
protected. Furthermore, the HARPOCRATES consortium will adhere to the principle of data
minimisation, as well as carefully consider anonymisation and pseudonymisation safeguards. With regard
to anonymisation and pseudonymisation, HARPOCRATES will adopt a ‘anonymise if possible,then
pseudonymise if possible, then only use personal data if strictly necessary’ policy.

To support data subject access rights, HARPOCRATES will provide data subjects the following
information:

— Identity and contact details of HARPOCRATES data controller(s).
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— Purpose of the data processing and its legal basis.

— Legitimate interests of the controller(s) and third parties.
— Categories of personal data and their sources.

— Recipients or categories of recipients of personal data.

— Transfers to third countries and safeguards, as applicable.
— Retention periods and relevant criteria.

— Data subjects’ rights: access, erasure and rectification.

— Right to withdraw consent.

— Right to lodge a complaint to supervisory authority.
To facilitate the exercise of these rights, the following consent procedure will be adopted when necessary:

— A public announcement for volunteering subjects will be published on the project’s web page and
related social media accounts.

— Each subject will be contacted with the employed personnel of the inviting project participant at
least one week before the actual session.

— If the invitation is accepted the subject will be first informed by the written information, including
information about data subject rights, that will be sent to the subject via email or another
communication environment as per their preference (at least one week before the session).

The HARPOCRATES project will comply with ethical standards, Horizon Europe guidelines and
relevant national and EU legislation. Partners have knowledge of and compliance experience of EC ethics
and legal requirements for EU-funded research projects. Trilateral has extensive experience in leading
ethics and data protection efforts in H2020 and previous framework programmes research projects. The
HARPOCRATES consortium will ensure respect for human dignity, fair distribution of research benefits
and burden and protection of the values, rights and interests of the research participants. Major ethical
principles and regulations followed in HARPOCRATES are the following:

+ Horizon Europe Rules of Participation which include ethical guidelines in Article 19 (Ethics).

+ The General Data Protection Regulation EU 2016/679 (GDPR) superseding the Data Protection
Directive 95/46/EC.

+ Directive 2002/58/EC, concerning the processing of personal data and the protection of privacy
in the electronic communications sector, as modified by Directive 2009/136/EC. All national data
protection and privacy laws for pilot countries will be also followed.

+ The Horizon Europe Model Grant Agreement rules on ethical issues in Article 14 (Ethics) and Annex
5 (gender equality).

+ the social responsibility principle, as outlined in the SATORI CEN Workshop Agreement 17145
(2017).

+ Responsible Research and Innovation (RRI) principles, including diversity and inclusion, antic-
ipation and reflection, openness and transparency, responsiveness and open access to scientific
knowledge.
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+ Article 8 of the European Convention on Human Rights (ECHR) provides a right to respect for
one’s “private and family life, his home and his correspondence”, subject to certain restrictions

+ National legislation and other data protection related regulations applicable to HARPOCRATES
partners. If necessary, the partners will request a permission from their National Data Protection
Authorities.

+ The results of the Ethics Review and subsequent Ethics Requirements, if any, as they will be entered
into the Annex of the Grant Agreement, will be an essential part of the ethics managementof the
project.
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